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Abstract—Gossip based optimization and learning are ap-
pealing methods that solve big data learning problems sharing
computation and network resources when data are distributed.
The main advantage these methods offer is that they are fault
tolerant. Their flat architecture, however, expands the attack
surface in the case of a data injection attack. We analyze the
effects of data injection on the asymptotic behavior of the network
and draw a parallel with the case of opinion dynamics in a
network where zealots inject opinions to mislead a community.
We further propose a possible decentralized detection of such
attacks and analyze its performance.

Index terms— data injection attack, attack detection, de-
centralized learning, randomized gossip protocol

I. INTRODUCTION

In wireless sensor networks (WSN) as well as big data learn-
ing problems, gossip-based algorithms are an attractive way
to distribute computational tasks and share network resources.
One main advantage of gossip-based algorithms is that they are
fault tolerant as the nodes can be reorganized automatically if
one of them fails. Moreover, as illustrated in [1], [2], attacks
launched by unauthorized nodes can be easily prevented by
augmenting the network with authentication and encryption
protocols. However, in the case of an insider attack, the flat
architecture and the self-organizing nature of the gossip-based
algorithms have made the algorithm highly vulnerable even if
only one of the nodes is compromised.

This paper focuses on the insider attack scenario. Our aim
is to develop tools for detecting and locating the attackers.
We avoid the challenge of encryption and authentication
and perform our detection strategy solely by using statistical
analysis of the transmitted values during the gossip-based
algorithm. Specifically, we model the attackers for randomized
consensus algorithm as a group of coordinated agents that
are trying to steer the consensus state to a value of their
choosing, while hiding their nature by appearing to follow
the expected exponential convergence rate [3]. Ideally, one
should detect a compromised neighboring node, locally at each
node, without the help of a central organization. In this paper
we present a strategy for a fully decentralized detection and
identification schemes for a randomized consensus algorithm,
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only using already locally present information and therefore
do not require any any additional communication overhead.

Protection scheme for consensus algorithms have only been
considered in a few works, e.g., [4], [5]. For instance, [5]
has recently analyzed data injection attacks in a synchronous
consensus protocol using a likelihood test. However one
should notice that synchronous consensus requires all values to
be transmitted in unison, making the practical implementation
for WSNs complicated compared to a randomized consensus
algorithm.

Reference [4] has proposed two protection schemes for ran-
domized consensus algorithms. Their first scheme is motivated
by the fact that the convergence speed is usually slower under
the presence of an attacker; thus a data injection attack can
be spotted by detecting possible anomalies in the convergence
speed. Notice that the ‘normal’ convergence speed can be esti-
mated only when prior knowledge on the underlying physical
model is available; e.g., see [3], [6], [7]. The second scheme
in [4] requires all transmissions to be cryptographically signed
and confirmed by each neighbor in radio range. This requires
the presence of a majority of honest neighbors around the
attackers and may be impractical. As mentioned before, we
consider a data injection attack model where the attackers can
deceive their neighbors by following the ‘normal’ convergence
rate. It is likely that the attack will remain undetected by the
scheme proposed in [4]. In contrast, our proposed scheme
relies on detecting the statistical anomalies in the presence
of an attack. As we shall show later, the proposed scheme is
robust to this type of attack.

This paper is organized as follows. Section II describes
the basic randomized consensus algorithm and introduces the
data injection attack model. Section III describes the proposed
protection scheme and analyzes its performance. We conclude
with preliminary simulation results in Section IV.

II. CONSENSUS NETWORK MODEL

Consider a network of sensors that can be described by a
simple connected & undirected graph G = (V. E), where V =
[n] = {1,...,n} denotes the set of sensor nodes and £ C V' x
V' denotes the connection between the nodes. We assume that
the sensors perform a randomized consensus algorithm many
times, over which they can build our detection metric. The n
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dimensional random vector =" [t] vector represents the states at
the tth consensus iteration in the kth instance of the algorithm.
For each node i € [n], we assume that its initial state z%[0]
over every instance of the algorithm forms an ergodic random
sequence:

o} [0) = ilk] M

where 7;[k] is a random variable (r.v.) with mean 7 and sub-
Gaussian' parameter o2 and that the consensus algorithm is

5
to compute the network initial states’ average:
1
k] :== =1 Tx"[0]. 2)
n

The consensus algorithm employed is as follows.

Randomized consensus protocol:

1) At time t € Z, a sensor ¢ € V is selected randomly
(uniformly) to wake up.

2) Sensor i selects sensor j from its neighborhood with
the probability

P, ie,jeN;and N; :={j:(i,j) € E}. (3
3) Sensor 7 and j update their variables as:
af[t] + ¥t
afft+1] =2kt +1] = wilf] oyl 5 JH; )

the other sensors keep their original variables, i.e.,
Pt + 1) = 2F[t + 1] for all v # i, j.
4) Update t =t + 1 and repeat from step 1.

Notice that the above protocol can be implemented asyn-
chronously.

Under mild assumptions, the above protocol finds the true
average x at a geometric rate. Define:
P+PT
o 5)

n
where 3 is diagonal with ¥;; = 77 (P;; + Pj;). Notice
that W is symmetric and doubly stochastic. The matrix W

W:I—i2+
2n

governs the average dynamics:
2H[t] = B, (2" [1]|e"(0]} = Wab[t - 1] = W a*[0], (6)

where Eq,{-} is the expectation taken with respect to the
random nodes chosen at each randomized consensus instance
up to time ¢.

Fact 1 Given k, for t > 3log A= /log \o(W)~L, the con-
sensus error of the variable at every sensor i € V' converges
to a A-neighborhood of x®"[k] with high probability, i.e.,

P(jafli] = 2K < Amax|af[k]) > 1A, ()

"That is, Ex {exp(A(7i[k] — 7))} < exp(02A?/2) for all A € R.

for all A > 0, where X\o(-) denotes the second largest
eigenvalue.

Fact 1 is proven by taking an infinity norm in [7, Theorem 3].
Notice that the lower bound on ¢ is finite only when \o(W) <
1. The latter requirement depends on the design of P and can
be satisfied typically if G is a connected graph; see [3] for
further discussions on the second largest eigenvalue of W.

As a corollary of Fact 1, the consensus error decays (with
high probability) at a geometric rate:

|@*[t] — 2 [k]1] = O(NL(W)), ®)

where || - || is a norm in the Euclidean space.

A. Data Injection Attack

The data injection attack model is analogous to the stubborn
agent model studied under the framework of DeGroot opinion
dynamics in social learning [8] whose convergence properties
were studied in [9]. We assume that the sensor network is
compromised by a set of attackers, denoted by Vs C V. For
simplicity, we set Vs = [ns] = {1,...,ns}. The aim of the
attackers is to steer the consensus value of the network to a
certain target value of their choice a[k], so that asymptotically,
the kth instance of the gossip algorithm converges to

tlim x*[t] = alk]1, )

such that alk] # xz°[k]. The malicious nodes follow a
modified update rule that eventually steer the consensus value
of the network to «[k].

In particular, in the randomized consensus protocol, if a
malicious node j € V; is selected at time ¢, the node’s state
will be generated as

x?[t] = alk] + m?[t]7 Jté‘[t +1] = alk] + mf[t +1], (10)

in lieu of (4), where mf[t] is an independent r.v. with zero
mean and sub-Gaussian parameter (A% op7)%, where A < 1
is an estimate of the convergence rate without the malicious
agents and ¢; is the total number of interactions the malicious
agent j had prior to time ¢. The noise process m;? [t] is designed
to confuse the network peers about the malicious agent inten-

tions. This model is based on the following considerations:

Remark 1 To deceive their peers and appear as making
progress towards the computation of x®’[k], the malicious
agents keep changing their states randomly by mixing the
target value alk] with the noise process m%[t]. Moreover, to
ensure that the trend of the value they exchange to appear as
normal, the variance of m? [t] decays exponentially with t.

Remark 2 We assume that the attack is coordinated such that
all the malicious agents bias their state with the same value
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alk]. If the malicious nodes do not coordinate the attack and
choose an arbitrary target value «;k], the network will not
reach consensus almost surely [9], [10]. This coordinated kind
of attack is clearly harder to detect.

Let us study the first order statistics of the nodes’ states
under data injection attack. We define

n-(24)

where s*[t] and r*[t] corresponds to an n,-dimensional and
(n — ng)-dimensional random vector, respectively.

an

What changes in the randomized consensus protocol is
Eq. (4) whenever (at least) one of the sensors ¢ and j that are
performing the update is a malicious node. As a consequence

of the modified update rule (10), we have
§"[t] = Eo, {s"flalk]} = 8]t — 1] = k1. (12)

Consequently, the average matrix W that governs the average
dynamics admits the following partition:

= I 0
W = — —
(5 p)
where we assume that ||D|| < 1. Taking the average matrix
to the power ¢ yields

(13)

W= ( L0 > (14)
>!wD' B D
As such, we have
7*[t] = Eq, {r"[t]|r*[0], a[k]}
15)

t
= a[k] Y D' "B1+ D'r*[0].
5=0
Notice that 7*[0] = ~[k], where Y[k] := (Yn.1[K], -, Vn[K]).
Before concluding this section, we notice that W is not
doubly stochastic as the network-wide average is evolving with
t. Moreover, as ||D|s < 1 and Z;’ioﬁt_sfl = 1, the
latter component in (15) vanishes exponentially fast while the
former component becomes dominant as ¢ — oco. As such,
it holds true that lim; ,o Z"[t] = «[k]1. We remark that
the previous mean convergence can be strengthened to almost
surely convergence; see [7] for a proof.

III. DETECTION OF DATA INJECTION ATTACK

In this section, we propose a strategy for detecting and
locating the data injection attack. For obvious reasons, we
analyze the detection rule at a non-malicious agent i, i.e.,
i ¢ Vs. The detection is done in two stages, first the agent
1 decides:

H - there is no malicious agent, i.e., V, N N; = 0.

, (16)
Hj : there is a malicious agent, i.e., Vs NN; # 0.

o
-
B

Fig. 1: Each normal node n will independently, upon detection and localiza-
tion, cut all communication with the malicious agent s and therefore isolate
the malicious agent from the network.

If Hj is true, then no action will be taken. Otherwise, in the
second stage the agent ¢ decides:
’Hé‘i : agent j is not malicious, i.e., j ¢ V. 17
'Hij : agent j is malicious, i.e., j € V;. {17
forall j € N;. If 7—[’17 is true, then agent ¢ will sever edge (4, j)
for all future communication. As the rule is checked on every
non-malicious agent, this will effectively isolate the attacker
and prevent any future impact from him/her; see Figure 1.
In the sequel, we shall assume that alk], v;[k] are inde-
pendent, zero mean r.v.s with sub-Gaussian parameters ai,
U%, respectively. The first test (16) will be referred to as the
detection task, and the second test (17) as the localization task.
Our strategy focuses on detecting the anomalies caused by
the malicious agent through evaluating the (average) temporal
difference of the values held by an agent. Our intuition stems
from that the (expected) initial value of a malicious agent s €
Vs is different from a normal agent j € V., i.e.,

Er{a{[0]} = a # 7 = Ex{z}[0]}.

Meanwhile, the network will be mislead by the malicious agent
as t — oo:

(18)

Ex{azf[o0]} = & = E{a¥[o0]}. (19)

This implies that the quantity |2¥[co] — 2¥[0]| will be close
to zero if ¢ € V; or large if otherwise, indicating a possible
anomaly. Let us consider the following statistics to be evalu-
ated at the non-malicious agent %:
1 X
i = = D (HTy] - 2510)), 20)
k=0

for all j € N; and some sufficiently large 7};. >

Based on &;;, we propose the following detector for the
detection task (16):
_ M
> Jm -Gl s 6 @n
meN; Hiy
where & = (1/INi])X2,.cn, Gim- Intuitively, the detector
(21) finds if there is an outlier in A/; for the set of statistics

2Note that 2*[0] is the first value seen by the evaluating node i and acf [T35]
the last value seen by node
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{&m }men;. The following results provide insights to the
performance of the first detector.

Proposition 1 Let T;; — oo, we have
52

N . . K
P(H'=H|H) < 2|j\/’i|-exp(—mm)a (22)
7 o (3

- oo max{0, =0 + |u;]})?
POY = Hyjs) < exp( - k00 E Dy - o
i
with 1; = e (@ - 5) and
N |2 =2|Ni || VsNN; ViNN; |2 VNN
o2 = (I | ‘IM‘P‘ I) o2 4 | |M|2| o2 1 | G \03.

Proof of Proposition 1. Observe the following chain for the
false alarm rate:

P (A= | H) _P<n§v |£im,—51;|26|%6>
19

< |N;|P (|§im - &l > V] | Hé) , for some m € N;,
Z (24)
where we have applied the union bound in the last inequality.

We have

S 1 1
&= g > (1m0 oalh).

k=1 ' JENI\{m} 7"
The above quantity is a zero mean r.v. with sub-Gaussian
parameter o2 (|N;| — 1)/(K|N;|). Applying the Hoefding’s
inequality [11] to the last term of (24) yields the desired
inequality.
For the missed detection rate, we have

P(ﬁ—HéHi)—P(Z fim—fiﬁﬁeri)

meN;
<P(|ém—&GlI<S|HY) VmEN,.
(25)
Observe that
6 = {(1/K> S b)), jeVa,
T WE) S (afk] k). G ¢ Ve

and

Yo omll+ Y (afk] =KD

JEVNN; JEV.NN;

_ 1 XK
P

We observe that &;,,, — 51 is an r.v. with mean p,; and sub-
Gaussian parameter af /K for m € V. Let us write &, 751 =
&im + i and upper bound the last term in (25) as:

Consequently, the desired inequality can be obtained by ap-
plying Hoefding’s inequality. U

Fig. 2: Simulated topology. Node 1 is a malicious agent, while the rest of the
nodes are normal nodes.

The analysis above shows the impact of the variance on the
detection (21) performance. Specifically, the false alarm rate
(22) depends solely on o2,
(23) depends on the other parameters as well.

For the localization task (17), we have:

while the missed detection rate

M
€ij] s €
He

27

for all j € NV;. The performance can be summarized as:

Proposition 2 Let T;; — oo, we have

Yid _ qqi |2 o (max{0, —e +|a — 7]})?
PO =HY[HY) < exp( — K 207 + o) ).
(28)

2
Yij iy < 9 . . €
PHT = 1Y |HI) < 2 exp( Koo ) (29)

M
Proof of Proposition 2. Under Hij , we have &; =
(1/K) K, mk[0], where m”%[0] are zero mean, independent
r.v.s with sub-Gaussian parameter o%,. Under H;/, we have

K

&ij = %Z (alk] —~;[K]), (30)
k=1

note that the terms inside the summation have mean & —* and

are independent with sub-Gaussian parameter o2 —}—03. Similar

to Proposition 1. the desired inequalities can be obtained by

applying Hoeffding’s inequality. U

Remark 3 The error rates derived in Proposition 1 & Propo-
sition 2 are loose upper bounds in general. When K is
sufficiently large, one can apply an Gaussian approximation
to obtain tighter approximations to the error rates.

Remark 4 The detectors and the analytical results in this sec-
tion can be applied to detect the similarly modeled attackers
for a general randomized consensus setting, e.g., in [12].

IV. NUMERICAL RESULTS

We consider a simple example with n = 9 agents. The
graph G follows the Manhattan topology as seen in Figure 2.
There is only one malicious agent in the network such that

Vs = {1}. The randomized gossip algorithm is terminated
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Fig. 3: Example of a single random consensus run. The malicious agent (black)
is forcing all normal nodes (dashed) to its target value o = 0, while the true
z®” = 0.5 (green). Furthermore the noise of the malicious agent is given by
the true Ao of the non-perturbed network (8) (blue).

with T' = 500. We have a[k] ~ N (0,1), v;[k] ~ U[-0.5,1.5],
mk[t] ~ U [—Af, A*] and the r.v.s are independent. Furthermore
each link, P;; has the same probability of being selected in
the random consensus algorithm. We average our results with
a Monte Carlo simulation of 10° trials. An example of a single
consensus run can be seen in Figure 3.

Each normal node V, is trying to detect data injection
attack by monitoring the temporal difference in :Uf [t]. We plot
receiver operating characteristic (ROC) curves averaged over
all nodes in Figure 4. From the figure, we see that the perfor-
mance for both detection and localization improves with K.
Moreover, under the same K, the performance of the detection
task is worse than the localization task. This corroborates with
our observations in Proposition 1 and Proposition 2. We can
further see that the theoretical performance (shown dotted in
Figure 4) for detection (left) (22) & (23) does not show close
results as the found bounds are loose for a small K. On the
other hand, the theoretical performance (with the Gaussian
approximation) for localization (right) (28) & (29) matches
our simulated curves.

We numerically found that, for the same case, increasing the
number of nodes attacking from 1 up to 4 slightly improved
the performance and the reverse trend is true up until there are
7 attackers and 2 neighboring nodes that are not malicious.
Further analysis will be done in future work.

To conclude, we have proposed a novel strategy to detect
and identify malicious agents in a randomized consensus
algorithm. The algorithm can be performed at each individual
node in a completely decentralized manner. The performance
bounds of the algorithm are analyzed, and the simulation
results confirmed our findings. As part of the ongoing research,
we shall explore and analyze different metrics for the detection

o
33}

N
~

Probability of detection
Probability of detection

0 0.2 0.4 0.6 0 0.2 0.4 0.6
Probability of false alarm Probability of false alarm

Fig. 4: Detector performance: (Left) ROCs for detection of malicious agent(s).
For the considered K, the theoretical bounds (22) & (23) are trivial and
therefore omitted. (Right) ROCs for localization of malicious agent(s). Dotted
lines show the theoretical bounds in (28) & (29). Markers show the bounds
obtained by applying Gaussian approximation (cf. Remark 3).

and localization of malicious agents. We also plan to apply
the malicious agent detection strategy to the social system
identification problem presented in our previous work [13].
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