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I. ABSTRACT

Cryptography is at the core of everyday life, and many cryptographic calculations are carried out on specialized

electronic devices. The security of a cryptographic calculation depends on the secrecy of the cryptographic key used

to perform the calculation. A malicious adversary can extract the secret key using specialized attacks on the crypto-

algorithm. These attacks exploit the physical and electronic properties of the cryptographic device to create (or inject)

faults that cause errors in its functionality, thereby threatening its security.

Generally, faults in the modules of a cryptographic device are manifested as errors in the codewords that flow

between the modules. The adversary may use any fault injection methods, therefore we model the adversary to perform

error injection attacks on the codewords, where the error may be of any multiplicity. The adversary is assumed to

know the possible codewords, and the probability for each codeword to be sent. However, he does not know the exact

codewords being sent during an attack.

Error detecting codes known as robust codes, are able to detect error injection attacks with non-zero probability. The

error detection ability of a robust code relies on the fact that for each error there is at least one codeword that causes

the error to be detected. Previous research on robust codes assumed that all codewords were transmitted with equal

probability, which ensured that each error would be detectable. However, if some codewords have a low probability

of being sent or not sent at all, the errors they expose will be detected with low probability or in the worst case,

never detected. Thus, an implementation of a robust code designed for equiprobable codewords may prove useless

on channels with where codewords appear with non-equal probabilities. This work investigates the existing high-rate

robust codes, to adapt them to channels where codewords appear with non-equal probabilities, without lowering their

code rate or requiring complex hardware mechanisms.

In this work we propose to remap the vectorial representation of high-probability codewords, such that each error is

detectable by at least one remapped codeword. A codeword that does not detect an error e is said to mask the error, and

the probability that an error is masked (undetected) is called the error masking probability Q(e). Thus our goal is remap

the high-probability codewords to a new representation, such that no single error is masked by all high-probability

codewords, that is, to achieve a low Q(e) for all errors.

The investigated robust codes are systematic. In systematic code, a codeword consists of k information digits and r

redundancy digits. The redundancy digits are added by the robust encoding, based on the information word part. The

set of information words whose codewords mask an error e is called an error masking set, X(e). A remapping of the

codewords can be achieved by remapping their information word part, before applying the redundancy digits of the

robust encoding. Hence the goal is to find a new representation for the information words part, such that it will have

the smallest maximal intersection with the X(e) set for a non-zero e, that is, to minimize the number of codewords

that mask e.

This work presents a common property of the error masking sets of the Punctured Cubic (PC), Punctured Quadratic

(PQ) and Quadratic Sum (QS) robust codes, and builds mapping functions that employ this property. The error masking

sets of the PC, PQ and QS robust codes are subspaces, cosets of these subspaces or empty sets. This allows us to

construct mapping functions to new vectorial representations that have a small maximal intersection size with the X(e)
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sets. One of the proposed mapping functions is used on a set of benchmark Finite State Machines (FSMs), and is

shown reduce the average error masking probability of by 23%. Using these mapping functions does not lower the

code rate, and comes with a low hardware overhead.

A general approach for developing new mapping functions for channels with arbitrary codeword probabilities is

presented. Several mapping functions for binary and non-binary channels are constructed and compared. The comparison

shows that each mapping function has an advantage (in terms of Q(e)) over other mappings, for different distribution

functions of codeword probabilities.
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II. INTRODUCTION

Cryptography is in widespread use; e.g., when communicating via the Internet, watching cable T.V., withdrawing

cash from an ATM. A cryptographic operation, for example, is to encrypt a monetary transaction using a secret

key. A service provider requiring a secure cryptographic operation cannot rely on an insecure system to perform

the encryption; for instance, to confirm a charge, a credit card company cannot rely on the security of the cash

register or the communication lines, and may require that the credit card itself perform the encryption. Many consumer

products require secure cryptographic calculations: set-top boxes decrypt digital television broadcasts, security tokens

provide authenticated remote access, credit cards encrypt monetary transactions. On one hand, a portable device with

cryptographic abilities needs to be small, but on the other, it must have the computational power to perform significant

amounts of mathematical operations. This has triggered the wide use of smartcards as cryptographic devices. Smartcards

have an embedded micro-controller that has the computational power to perform cryptographic algorithms, run an

operating system and store encrypted data. Smartcards software updates may need to be digitally signed and encrypted

by the card issuer, providing tight control against viruses and other malicious code [24]. All these features support the

widespread use of smartcards as a suitable infrastructure for secure cryptographic operations.

The remainder of this chapter briefly outlines some key uses of cryptography in smartcards, with symmetric and

asymmetric secret key settings. Next, fault injection attacks on a crypto device are presented as a way to extract the

secret key, and hence effectively bypass the mathematical security of a crypto algorithm. Several countermeasures

against fault injection are presented, one of which is robust codes. The robust codes in [2], [20], [25]–[27], [30], [31],

[38], [42], [55] were designed with an assumption that does not always hold, and the vulnerability caused by this

assumption is presented. The chapter ends with the main contribution of this paper.

This work presents results that were published in [50]–[52], and submitted for publication in [53].

II-A. The Black Box Model and Side Channel Attacks on Cryptographic Devices

In smartcards, cryptography is used mainly to maintain privacy and authenticity of communication. Privacy involves

ensuring the confidentiality of communication across an insecure medium, while authenticity provides the means to

prove that the information was neither altered nor forged. Privacy is achieved by encrypting the plaintext information

with an encryption key by the sender, to obtain the ciphertext which is then transmitted, and decrypted by the receiver

using a decryption key. Authenticity is achieved by calculating a digital signature from the plaintext and an encryption

key by the sender, which in turn is authenticated by the receiver. There are two main settings for encryption/decryption

key usage: the symmetric and the asymmetric. In the symmetric setting, both communicating parties share a shared-

key, and use it both for encryption and decryption (or signing and authenticating). In the asymmetric, or public-key

setting, the sender and the receiver each have two keys : a public-key and a private-key. For privacy, the sender uses

the public-key of the receiver to encrypt, while the receiver uses his own private-key to decrypt. For authenticity the

sender uses his own private-key to sign, and the receiver uses the sender’s public-key to authenticate. As the keys’

names suggest, the public-key is publicly known, whereas the shared-key and the private-key are secret keys, and must

not be disclosed. As a closed computational system, smartcards can both store secret keys and perform cryptographic

operations.
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In cryptography, a malicious entity whose aim is to prevent the users of a cryptosystem from achieving their goal

is called an adversary. For example, if the users’ goal is privacy, the adversary’s aim is to discover the confidential

plaintext (or some part of it). Cryptographic algorithms are designed to be difficult to break mathematically [33];

thus the adversary’s probability of decrypting a ciphertext (or forging a digital signature) is very low. However, if the

adversary obtains the secret key, s/he circumvents the cryptosystem altogether. Any method used by the adversary to

reach his goal is referred to as an attack on the cryptosystem. Henceforth, attacks will refer to secret key extraction

attacks.

Theoretical proofs of cryptographic algorithm security assume a black-box attack model. In the black box model the

adversary a) knows which encryption algorithm is used and how it is implemented; and b) sees the inputs and outputs

of the device during a cryptographic operation. In this model, the adversary sees pairs of plaintext and ciphertext and

has the possibility to choose the plaintext (or ciphertext) to operate on. The black-box model thus assumes that the

adversary is limited to using only the input/output pairs to break the crypto algorithm, and cannot interfere with the

planned algorithm flow. However, in real life, the adversary has additional sources of information about the ongoing

crypto operation, and ways to interfere within the crypto algorithm flow.

A smartcard, like any other electronic device, consumes power, emits electro-magnetic radiation and even sounds

during its operation. All these are referred to as side-channel information. Some side-channel information is highly

correlated with the secret key [29], and can be used to attack a device [6], [7], [13], [54]. For example, [40, pp. 3–

15] shows how the power consumption of a microprocessor during an encryption operation directly correlates with

the secret key used for encryption. Therefore, the black-box attack model, although useful in theoretical proofs of

crypto algorithms’ mathematical resilience, does not represent the true tools an adversary possesses that can be used

to successfully break a cryptosystem.

II-B. Fault Injection Attacks

Side-channel attacks can be active or passive. In a passive side-channel attack the adversary observes the physical

characteristics of the device during operation to infer the secret key. In active side-channel attacks the adversary induces

faults in the device in order to alter its correct algorithm flow, while observing the reaction and deducing the secret

key. These attacks are called fault injection attacks. A fault may be injected by exerting physical or electrical stress

on the device, such as an electro-magnetic pulse, light radiation, a voltage spike, etc.

An electronic device consist of modules connected by channels. The information on the channel appears as codewords.

A fault injected into a module within the crypto device will cause that module to output a codeword with an error,

which is fed to the subsequent modules. The erroneous data seep along the circuit and alter the correct behavior of

the crypto algorithm. Let x be the correct output vector of some module, and x̃ the corrupted output vector caused by

some fault. A fault is modeled as an additive error over a field, i.e., x̃ = x+ e, where e is the error. If the receiving

module cannot detect that x̃ is a corrupted codeword, the error e remains undetected. An extensive review of fault

injection methods and the derived mathematical error model are presented in Chapter III.
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II-C. Countermeasures

Several countermeasures can be deployed to protect against different side channel attacks [6], [7], [40], [44]. Some

of the countermeasure are:

1) Resticted adversary — Measures that rely on the adversary’s technological inability to carry out an attack, or

lack of knowledge regarding the device under attack:

• High transistor density structures on the chip (track widths, transistor sizes, etc.) should limit the adversary’s

ability to extract information from the chip using analytic methods.

• Bus scrambling changes the order of the wires within a channel that connects the crypto device CPU to the

internal memory. The individual lines are not arranged next to each other in increasing or decreasing order.

This measure assumes that the adversary does not know line scrambling implementation.

2) Hardware sensors — Sensors that detect physical or electrical stress exerted on the device. Some of the sensors

are:

• Light detector that detects changes in the gradient of light.

• Supply voltage detector that reacts to abrupt variations in the applied potential and continuously ascertains

that voltage is within the circuit’s tolerance thresholds.

• Frequency detector imposes an interval of operation outside of which the electronic circuit will reset itself.

• Power shield is a current-carrying metalization layer on top of the memory region or the entire chip, which

prevents voltage measuring. Voltage measuring enables the adversary to draw conclusions about the contents

of the RAM while the chip is operating.

• Probing shields are metal meshes that cover the entire chip and have data passing continuously through them.

Probing might require the exposure of some module of the chip. this exposure might damage the mesh, which

will be detected.

3) Hardware redundancy — Duplication of hardware modules that is followed by a comparator that verifies that

the modules’ output is identical. Although easy to apply, this approach may often impose overly high overhead

to be practical. This measure assumes that the same fault cannot occur on the duplicates of a module.

4) Time redundancy — Performs the same crypo operation several times, possibly changing the representation of

the operands, and comparing the results. This measure assumes that the adversary cannot create faults that cause

the same result in the repeating calculations of the crypto operation.

5) Software countermeasures — Software based measures that are implemented as a proactive protection against

future attack techniques that might circumvent present-day hardware. Several software countermeasures perform

the same function as the hardware counterparts, such as variable redundancy that stores a variable in several

addresses, and execution redundancy that performs the same calculation and compares the result. Additional

countermeasures are execution randomization, that randomizes the order in which operations in an algorithm

are executed, and checksum calculation. These measures apply to devices that run software; thus they do not

increase their hardware block size, however, they impact the protected functions’ execution time. Moreover, a

device running software is prone to software attacks.
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6) Error detection — These measures detect errors on a channel between modules and stored RAM data.

• Checksum calculation and validation of stored memory data.

• Error detecting codes can detect errors caused by fault injection attacks.

No single countermeasure can provide protection against all kinds of side channel attacks. While combining all

existing countermeasures might provide good a protection for known attack methods, it also greatly increases the cost

of the device due to non-standard implementation technology, larger die size, increased development time and higher

power consumption. Several countermeasures assume a limited technological fault injection ability of the adversary,

and others aim to protect against a specific attack. The Error Detecting Codes countermeasure, on the other hand, does

not make an assumption on the technological injection ability, the adversary’s knowledge of the device or specific fault

injection method. Moreover, error detecting codes can be implemented using standard gate logic.

This work concentrates on the error detecting codes countermeasure. Error detection uses the mathematical properties

of the codewords employed on a channel between the sending and the receiving module, which allows the latter to

detect codewords with errors with high probability. A code that has the ability to detect errors caused by fault injection

is a security-oriented code. A security-oriented code can be robust or partially robust. A robust code can detect any

error with non-zero probability, whereas a partially robust code has some errors that are never detected.

To date, there are only three robust codes with a high code rate and high error detection probability: a) the Quadratic

Sum (QS) code; b) the Punctured Cubic code (PC); and c) the Punctured Quadratic (PQ) code. A brief review of

security-oriented codes is presented in Section III-D. Analysis of the Quadratic Sum, Punctured Cubic and Punctured

Quadratic robust codes is presented in Section VI-C

II-D. Ternary and Multilevel Logic

The majority of today’s digital electronic devices are constructed from small electronic circuits called logic gates.

A logic gate represents a function in a binary, or two-valued, space. A logic gate is an arrangement of electrically

controlled switches, better known as transistors. Ideally, the transistor used in binary logic gates has two steady states,

which are represented by the Vdd and 0 voltages. In addition to the traditional binary logic there is also Multiple-Valued

logic allowing finitely or infinitely many values such as ternary (three state) logic [37] and fuzzy logic [5].

The authors of [32] used a three-stable state CNT-FET transistor to design basic operators (inverter, NAND, NOR),

and presented their implementation to build a ternary full-adder and multiplier. Ternary logic implementation using

CMOS technology makes it possible to achieve simplicity and energy efficiency in digital design since the logic reduces

the complexity of the interconnects and chip area. Flash memories use multi-level cells for higher data density storage.

A multi-level cell is a single transistor cell comprised of double gated CMOS. A cell can store more than one bit by

choosing between multiple levels of electrical charge.

Multiple-Valued logic also suffers from errors [14], [34], [57], and may be targeted by fault injection attacks. This

work investigates robust error detecting codes both for binary logic, and multi-valued logic.
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II-E. The Weakness of Known Robust Codes with a Non-Uniform Distribution of Codewords

Originally, security-oriented coding was studied as a branch of Algebraic Coding in the larger field of Channel

Coding. Algebraic coding studies the properties of a code such as the minimal distance between codewords, codeword

length, and the number of codewords. Previous security-oriented studies have expanded on Algebraic Coding analysis

— the performance of a security-oriented code considers only the codeword’s vectorial representation, and disregards

the codeword probability to be sent. This is equivalent to the assumption that all possible codeword are sent with equal

probability.

Typically, robust code research assumes a uniform distribution of the appearance of codewords, in order to detect

errors with high probability. The basic idea behind robust codes is that any error is detectable by at least one codeword.

However, if the codeword distribution is not uniform, some errors will be undetected with a high probability or never

detected. An implementation of a robust code, under the uniform distribution appearance of codewords assumption,

may prove useless in a system with a non-uniform distribution that is known to the adversary.

An example of a known source of non-uniform distribution of codewords is a Finite State Machine (FSM). An

essential part of a sequential-logic electronic device is its control logic, which is modeled as an FSM. Each state of

the FSM has a codeword representation. The probability distribution of states in many FSMs is highly skewed [56],

thus reducing or eliminating the robustness of existing codes on FSM channels.

An approach that can, in some cases, increase detection probability is the use of Algebraic Manipulation Detection

(AMD) codes [58]. An AMD code has several codewords that represent the same data, such that each representation

detects different errors. The specific codeword to be sent is chosen randomly. However, the AMD code requires a true

random number generator, has a low code rate, and it is not defined for some code lengths.

II-F. Main Results

This work presents techniques for the design of robust codes for non-uniform distribution channels, without decreasing

the rate of the code, and with a low hardware overhead. The techniques build upon several existing robust codes, and

provide remapping functions for the codeword representation based on the codeword distribution.

In a robust code each error is detected by at least one codeword. In fact, robust codes that are designed with the

assumption that all possible codewords appear with equal probability may perform poorly on channels with non-equal

probability of appearance. The degradation in code robustness arises when all the codewords that occur with a high

probability mask (or are unable to detect) the same error e, which leads to a high error masking probability. This

degradation can be mitigated if the high-probability codewords are mapped onto a new vectorial representation. The

new representation should ensure that no single error is masked (or undetected) by all codewords that occur with high

probability, as shown in Example 3 in Section V-B. In order to find the new vectorial representation, one must first find

what codewords mask which errors. A naive approach to finding the codewords that mask errors is computationally

unfeasible, as shown in Section V-B. In this work we analyze the properties of codewords that mask errors, and propose

mapping constructions to new vectorial representations to minimize the error masking probability.

A hardware-efficient technique of employing error detecting codes is to use a systematic encoding. In a systematic

encoding a codeword consist of an information part and a redundancy part added by the error detecting encoder, e.g.,
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a codeword of length n = k + r has a k information word digits, and r redundancy digits. In order to analyze the

properties of codewords that mask errors, we look at the information parts of codewords that mask errors, and not

at the codewords themselves. The set of information parts of codewords that mask an error e is denoted by X(e).

Section VI-C analyzes the X(e) sets of the Punctured Cubic, Punctured Quadratic and Quadratic Sum robust codes.

Section VI-D presents the key result (Prop. 2) of this work — the X(e) sets of the above codes are either subspaces,

cosets of subspaces or empty sets. An analysis of this type has never been done, since under the uniform distribution

assumption, only the size of an X(e) set is of importance, and not its members. The validity of this work is due to

this property; it allows us to find new vectorial representations for the codewords that appear with high probability,

such that no single error is masked by all of them.

Section VII-B presents the worst case scenario, in which the original vectorial representation of a code can lead to

a very high error masking probability; i.e., some errors will be detected with a very low probability, or never detected.

The worst case scenario occurs when the high-probability information words are a subset of the error masking set

X(e) for some e, in other words, the codewords that appear with high-probability mask an error e. The set of new

vectorial representations for the high-probability information words is denoted by S. For an error e, the codeword of

S ∩X(e) mask e, and the codewords of S \X(e) detect e. The worst case can be avoided if S is not a subset of any

X(e), and the error masking probability can be further lowered if the maximal overlap between S and all X(e) sets

is minimized. The mapping constructions in this work aim at minimizing S ∩X(e), that is, we seek to minimize the

number of elements in S that will mask any non-zero error e.

This work presents three mapping constructions, Hamming Ball (HB), Sequential Weight (SW) and Internal-Robust

(IR). These mappings help avoid the worst error masking probability, for codes with low entropy. To simplify the

mapping presentation, mappings for binary codes are presented in Chapter VIII.

The HB mapping (Sections VIII-B, IX-C), constructs the set S from k linearly independent vectors, and the linear

combinations of those vectors using chosen scalars of the field.

The SW mapping (Sections VIII-B, IX-D) constructs the set S from k linearly independent vectors, and the linear

combinations of those vectors using all scalars of the field.

The IR mapping (Sections VIII-C, IX-E), relies on the fact that X(e) sets are subspaces (or cosets), whereas a robust

code is essentially non-linear. For the elements of the S set, this construction uses a smaller robust code.

In Section VIII-E we apply the Sequential Weight constructions on several benchmark Finite State Machines, and show

that by remapping the worst case scenario can be avoided, and on average, the error masking probability is lowered

by 23%.
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III. FAULT INJECTION AND COUNTERMEASURES

This sections reviews the existing fault injection techniques, the error types caused by these faults and the coun-

termeasures against these errors. A mathematical modeling of an injected fault is shown, followed by the assumed

capabilities of the adversary performing the attack. Finally, known error detecting codes for security are introduced.

III-A. Side Channel Attacks

Side-channels can be used by an adversary to attack a crypto device. In passive side-channel attacks, the adversary

does not interfere with the crypto device’s algorithm operation, and uses only the received side-channel information

to infer the secret key. In active side-channel attacks the adversary creates faults in the crypto device that alter its

behavior, and observes the erroneous outputs [4], [12]. Numerous works have shown that specific errors injected during

the computation of a cryto algorithm aid [9] in revealing the secret key; e.g., attack methods on RSA, DES, AES and

other encryption algorithms have been proposed in [9], [18], [23], [36], [45].

A fault is manifested as an error in the correct output value of the module under attack. A fault can cause an error

in a single digit or several digits of the codeword vector. The effect of the fault can be a constant output value (a

stuck-at fault), an additive-digit error (also referred to as a bit-flip error in the binary case) or a random error.

Fault injection methods exploit the physical and electrical vulnerabilities of the smartcard [9], [11], [15], [43], [44].

Some of the fault injection methods and the errors manifested by them are:

1) Undervoltage [8], [28], [49]

The supply voltage of the crypto device is gradually decreased, which increases the setup time. The clock frequency

remains unchanged, so that in slower paths the setup time becomes longer than the clock cycle. This causes data

propagation errors, and effectively changes the circuit behavior. Some of the errors manifested in this attack can

be characterized as single or multiple bit errors with a bit-flip effect.

2) Voltage glitch [46]

Used to attack software implementations of cryptographic operations. The supply voltage to the microprocessor

is drastically reduced for the duration of one clock cycle. If the glitch is well timed, the microprocessor skips an

execution of a single instruction. This fault injection attack causes random errors in multiple bits.

3) Clock glitch [21]

The period of a single clock cycle is shortened. In slower paths, this results in a longer setup time than the

shortened clock period, and data propagation error occurs. This fault injection attack causes random errors in

multiple bits.

4) Electro-Magnetic (EM) pulse [48]

A strong EM pulse is used to induce eddy currents in a circuit. The eddy current changes the voltage on bus

lines, and their logical value. This fault injection attack causes random errors in multiple bits.

5) Light radiation [47]

This attack assumes that the adversary is able to decapsulate the chip’s packaging and expose the chip die, and

that the crypto device uses an EPROM to store constants needed for the execution of the crypto algorithm. The
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radiation from a high energy light source causes the blanking of the memory cells containing the constants, thus

altering the correct flow of the algorithm. The attack causes a stuck-at effect set to binary 1 in multiple bits.

6) Laser beam

A laser beam is used to flip a single SRAM cell value [3], and a single bit value [19], [35]. The attack causes a

bit flip error in single or multiple bits.

III-B. Fault Injection Modeled as Error Injection

An adversary may employ any of the above-mentioned fault injection methods. A fault may corrupt the correct output

vector of an attacked module. Let x be the correct output vector of a module, and x̃ the corrupted output vector caused

by some fault. The corrupted output induced by a fault is modeled as an additive error over a field, i.e., x̃ = x + e,

where e is the error and ’+’ is a vector addition over a finite field, see Fig. 1. Therefore, we assume that the adversary

carries out an error injection attack. There is no restriction on the error multiplicity (the number of non-zero values in

the error vector.)
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(a) Fault injection attack on a module.
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(b) Additive error injection on a module’s output vector.

Fig. 1: Fault injection mathematically modeled as error injection.

III-C. Adversarial Attack Model

Recall that in the Black-Box model, the adversary knows which algorithm is used and how it is implemented on

the mathematical level, and he can see/control the input/output to the algorithm. In real life, however, the adversary

knows more about the device, and given physical access can manipulate more than just the input and output. The

adversary’s knowledge of the crypto device can be divided into: a) static information, and b) dynamic information.

Static information includes the device’s structure, internal module functions, the circuit-level implementation method

of the crypto algorithm, and the codebook (the set of correct output vectors) among all modules. Dynamic information

includes data about an ongoing crypto operation, such as the internal register states and output vector values. In

this work, we assume that the adversary has unrestricted a priori knowledge about the cryptographic device’s static

information, and limited knowledge about its dynamic information. Previous works have categorized the adversary’s

knowledge of the dynamic information in terms of its attack strength. If the adversary can observe the existing dynamic

data on the circuit or choose the concurrent output vector x, and use these to adapt the injected error e, the attack is

regarded as a strong attack. Otherwise, if the adversary is oblivious to the dynamic data, the attack is regarded as a

weak attack. However, there is a gap in this categorization in that the adversary can compute the probabilities of the

output vectors if he has information on the device implementation. On the basis of this information the adversary can
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make an educated guess about the dynamic data on the circuit, and inject more harmful errors. This work addresses

this gap by incorporating the output vector probabilities into the robust code design process.

Codes designed to detect weak attacks were presented in [2], [20], [25]–[27], [30], [31], [38], [42], [55]. These

codes were designed under the assumption that the probability of appearance of all codewords is uniform, and that all

possible codewords are used. Codes designed to detect strong attacks were presented in [17], [58]. The general idea in

these codes is having several codeword representations of the same information word. The choice of which codeword

will be used is made using a true random number generator. The strong-attack detecting codes can also detect a weak

attack, but a) they require a tamper-proof true random number generator; and b) they have a low code rate, as a

result of having several representations of the same information word. A small-scale tamper-proof true random number

generator is a challenging task since its entropy source must be physically protected, while the adversary is assumed

to have full physical access to the device. This work focuses on adapting existing security-oriented codes which were

planned against weak attacks under the uniform distribution assumption to retain their robustness with non-uniform

distributions of codewords.

III-D. Codes for Detection of Error Injection — Notations and Definitions

Traditional coding theory deals with the reliability of transmitted information over unreliable channels with naturally

occurring noise. It addresses an error model in which the probability of single-bit error is fairly small, hence high

multiplicity errors are of decreasing probability. Each error has a probability of occurrence, and traditional codes aim

to detect low multiplicity errors, which are more likely to occur. This is an extensively researched field and there are

numerous codes that mitigate errors created by naturally occurring noise. Most of these are linear codes [10].

Errors injected by an adversary require a different error model. An adversary can inject an error of any multiplicity,

hence the probability for each error is unknown. In this error model, linear codes are of no use [25], and codes that deal

with security need to be devised. Codes for security detect all errors without any assumptions on error probabilities.

The authors of [25] proposed robust codes to provide nearly uniform error detection against all error patterns.

In reliability oriented codes, errors that corrupt a codeword occur randomly. Each error e has a known probability

of occurrence Pr[E = e]. Therefore a codeword is considered to be fixed and the errors are random. In reliability

oriented codes, the undetected error probability is the probability that a random error will map a given codeword c ∈ C

to another codeword, i.e., ∑
e ̸=0

Pr[E = e]δC(c+ e),

where δC(z) the characteristic function of the code, δC(z) = 1 if z ∈ C and equals 0 otherwise.

In security-oriented coding, the adversary can inject any error (hence the probability of an error is unknown), and

under the weak attack model he cannot control the codewords. Therefore an error is considered to be fixed, and the

codewords are random. In security-oriented codes, the undetected error probability, Q(e), is the probability that a given

error e will map any codeword to another, i.e.,

Q(e) ,
∑
c∈C

Pr[C = c]δC(c+ e). (1)
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An error e is said to be masked by the codeword c if c+ e ∈ C; for this reason, Q(e) is also called the error masking

probability.

A security-oriented code can be robust or partially robust. A robust code can detect any error with non-zero

probability, whereas a partially robust code has some errors that are never detected. The set of errors that are never

detected form the kernel of the code, denoted by Kd. Clearly, the all-zeros vector, e = 0, is masked by all codewords,

though it is not a real error. Therefore, an equivalent definition of a robust code is a code with Kd = {0}.1

In order to provide error detection, traditional and robust codes add redundancy symbols to each information word

to form the codeword that is transmitted on the channel. A code in which the information word is embedded within

the codeword in its original form is called a systematic code. Systematic coding simplifies the decoding procedure and

usually has a lower implementation cost over non-systematic codes. For example, in a systematic code, the original

information word of k digits is appended with redundancy of r digits to form a codeword of n = k + r digits. The

adversary injects errors on the whole codeword; i.e., an error e is an n-digit vector. The code rate of a code is defined

as the ratio of the information word length to the codeword length, that is, k/n.

The adversary can inject any error; hence, a fitting indication of a code’s error detection ability is its maximal error

masking probability of the detectable errors,

Q̄ , max
e/∈Kd

Q(e). (2)

The Uniform Distribution Appearance of Codewords (abbreviated as UDAC) assumption in previous works implicitly

relied on the fact that all possible codewords are used, i.e., |C| = ρk, where ρ is the size of the finite field of the code.

A code with UDAC is said to be optimum when its Q̄ is minimal. The minimal value is reached when the maximal

Q(e) is equal to the average of Q(e), that is, an equality of

Q̄ = max
e/∈Kd

Q(e) ≥ avg
e/∈Kd

Q(e).

Let C a robust code of length n over a finite field of size ρ. A robust codes has Kd = {0}; therefore the average is

avg
e ̸=0

Q(e) =
1

ρn − 1

∑
e ̸=0

Q(e) =
1

ρn − 1

∑
e ̸=0

∑
c∈C

Pr[C = c]δC(c+ e) =
1

ρn − 1

∑
c∈C

Pr[C = c]
∑
e ̸=0

δC(c+ e)


=

1

ρn − 1

∑
c∈C

(Pr[C = c] · (|C| − 1)) =
1

ρn − 1
(|C| − 1) · 1 =

ρk − 1

ρn − 1
.

The quality of security-oriented codes is usually evaluated by several parameters:

1) The size of the kernel, |Kd|.

2) The rate of the code, k/n.

3) Whether it is systematic.

4) The maximal error masking probability Q̄.

5) Whether it is optimum.

Obviously, a good robust (or partially robust) code is optimum, systematic, and aims to minimize |Kd| and Q̄, while

maximizing the rate of the code. Note that parameters 1–3 are invariant of the codewords’ probabilities, whereas

1A formal definition of a robust code and the detection kernel is provided in Section IV-B.
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parameters 4–5 depend on the codewords’ probabilities.

Several robust and partially robust codes have been developed. A summary table of known binary robust and partially

robust codes was presented in [39]; it is cited here for completeness in Table I. Columns 2 and 3 show the length of

the code, n, and the dimension of the code k = ⌈log2(|C|)⌉. In systematic codes the dimension equals the number

of information-word digits. Columns 4 and 5 show the size of the code’s kernel, Kd, and the maximal error masking

probability Q̄. The maximal error masking probability is calculated assuming UDAC. Columns 6 and 7 indicate whether

the code is optimum and/or systematic. The table has three row sections. The first section lists the partially robust

codes, the second section lists codes that are robust for some k and r, and the third section lists the robust codes. Of

the existing robust codes only two are both robust, systematic, have a low masking probability (less than 1/2) and a

high rate (greater than 1/2): these are the Quadratic Sum and Punctured Cubic codes.

The robust (and partially robust) codes in Table I were designed for channels with a uniform distribution of codewords,

i.e, Pr[C = c] = 1/|C| and |C| = 2k. An implementation of a robust code under the uniform distribution assumption

may prove useless in a system with non-uniform distribution known to the adversary. Chapter V demonstrates how an

adversary can take advantage of the non-uniform distribution of codewords to weaken or disable a robust code.

TABLE I: Robust and Partially Robust Binary Codes with Uniformly Distributed Codewords.

Code name n k |Kd| Q̄ Optimum Systematic

One Switching code [20] 2r − 1 2r − 1− r 2r−1 − 1 1− 2−2r−1+1+r yes no

Vasilev codes [55] 2r − 1 2r − 1− r 2r−1 − 1 1/2 no yes

Phelps code1 [42] 2r − 1 2r − 1− r 2r − 2r Pα yes yes

Karpovsky-Taubin code [26] k + r k 2k−r 2−r+1 no yes

The inversion code2 [31] k + r k 2k−r 2−r+1, 2−r+2 no yes

Modified Quadratic code3

[27]
2ms

ms− r+

log2(2
ms − 1)

1
2ms + 2s

2r(2ms − 1)

yes for

n → inf
no

Expurgated BCH code [2] k + r ≥ r 1 ≤ 2−k+1 yes no

Expanded code [2] 2k + n̂ k log2(M̂) 1 max(2−k+1, 3 · 2−kQ̂) no no

Robust Hamming code [30] 2r 2r − 1− r 1 1/2 yes yes

The Cubic code [26] 2k k 1 2−k+1 yes yes

Quadratic Sum code [25] (2s+ 1)r 2sr 1 2−r yes yes

Punctured Cubic code [38] k + r k 1 2−r+1
yes if r is

small enough
yes

1 Pα refers to the nonlinearity of α, where α can be any permutation over the Galois Field GF(2m) such that α(0) = 0. The optimal
(lowest) masking probability is for P = 2−m+1.

2 If r is odd then Q̄ = 2−r+1, else, Q̄ = 2−r+2.
3 When n → inf , then Q̄ approaches 2−r .
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IV. ROBUST CODES - PRELIMINARIES

Robust codes are non-linear security-oriented codes that can detect any non-zero error with non-zero probability.

Robust codes can be used against error injection attacks. This chapter provides the notations and definitions for robust

codes.

IV-A. Basic Notations

A codeword is a vector of length n over a field. In this work we focus on a) the binary finite field, denoted by Fb,

and b) the non-binary finite field, denoted by Fq where q is a power of an odd prime. When both fields are relevant in

a context, this will be denoted by Fρ. A code, denoted by C, is a set of codewords. The size of a code is the number

of codewords within the code, and the length of a code is the length of its codewords. For example, a code C of size

|C| with codewords of length n over Fρ, is denoted by C(n, k) where k =
⌈
logρ |C|

⌉
≤ n is the number of information

digits required to represent |C| codewords; namely, a code C(n, k) over Fρ is a subset of size |C| of an n-dimensional

vector space Fnρ , with k information digits.

Let C(n, k) be a systematic code. In a systematic code a codeword of the form c(x) = (x,w(x)) consists of an

information word x of length k, and a redundancy part w(x) of length r = n − k. In what follows, when it is clear

from the context, the parentheses of c(x) are omitted; for example, c will be written instead of c(x).

Each part of the codeword can be referred to as an element of a finite field or as a vector over a finite field. For

example, the information part x can be considered as a vector in k-dimensional space Fkρ; It can be also referred to as

an element of the finite field Fρk . This duality can be used in a single expression. For example, the expression Λ(ax2)

where Λ is a r × k matrix over Fρ and a is a scalar over Fρ, should be read as: refer to x as an element in Fρk and

compute x2, then multiply it by the scalar a. Next, refer to the resulting vector ax2 as a k × 1 column vector, and

left-multiply it by the matrix Λ; the outcome of this operation is an element in Fρr .

IV-B. Definition Robustness

Let C(n, k) be a code over Fρ. All codewords in C appear with non-zero probability. Recall that δC(z) is the

characteristic function of the code, where δC(z) = 1 if z ∈ C and equals 0 otherwise. The autocorrelation function of

C [25] is defined as

RC(τ) ,
∑
z∈Fn

ρ

δC(z)δC(z + τ), τ ∈ Fnρ . (3)

Note that in Eq. (3), the ’+’ sign stands for addition in the finite field Fnρ , whereas the ’
∑

’ stands for addition over

R. Let c ∈ C be a codeword, and let e ∈ Fnρ be an error. The error e is undetected (masked) by the codeword c if

c+ e ∈ C. The value of RC(e) equals the number of codewords that mask the presence of an error e ∈ Fnρ .

All errors can be divided into three sets: errors that are always detected, those that are never detected and those that
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Fig. 2: The error e1 ∈ Ea is always detected. The error e2 ∈ Kd is never detected, and e3 ∈ Es is detected by some
codewords.

are detected by some codewords. The sets are denoted by Ea, Kd, Es respectively, and are defined by:

Ea ,
{
e
∣∣ RC(e) = 0, e ∈ Fnρ

}
,

Kd ,
{
e
∣∣ RC(e) = |C|, e ∈ Fnρ

}
,

Es ,
{
e
∣∣ 0 < RC(e) < |C|, e ∈ Fnρ

}
.

Errors belonging to these sets are illustrated in Fig. 2.

Example 1. The set of nine ternary triplets

C = {(000), (010), (020), (102), (111), (120), (202), (210), (221)}

forms a code of length n = 3 over F3. It is easy to confirm that all the nonzero errors are either in Ea or in Es and

hence the code is robust. For example, the error vector e = (001) is always detected; i.e. e ∈ Ea. The error vector

e = (210) is in Es since it is detected by six codewords {(010), (020), (102), (111), (202), (221)}.

Definition 1 (Robust and partially robust codes). Robust codes are codes for which |Kd| = 1, that is, no attack is

masked. Partially robust codes are codes for which 1 < |Kd| < |C|.

IV-C. Error Masking Equation and Error Masking Set

Let c = (x,w(x)) ∈ C be a codeword. Let e = (ex, ew) be a nonzero error vector, ex ∈ Fρk , ew ∈ Fρr . The

subscripts ’x’ in ex indicates that ex is the error on the x part of c; i.e., the first k-digits; ex does not depend on the

value of x. In the same manner, the subscript ’w’ indicates an error on the w(x) part of c, and is not a function of

w(x). An error e is masked by the codeword c if c+ e = (x+ ex, w(x) + ew) ∈ C. Equivalently, e is masked by c if

the r redundancy digits of the expected value and the received one are equal, that is,

w(x+ ex) = w(x) + ew. (4)

Eq. (4) is called the error masking equation for systematic codes. The error masking set, denoted by X(e), is the set

of x’s that satisfy Eq. (4):

X(e) , {x | c(x) ∈ C, c(x) + e ∈ C} .

The number of solutions (x’s) to eq. (4) equals |X(e)| = RC(e). While the size of an error masking set |X(e)| for an
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error e and the autocorrelation RC(e) for a vector e count the same items, these are conceptually different expressions.

The difference will become tangible in Section VIII-C. We denote by R̄ the maximal value of RC(e) over the nonzero

error vectors,

R̄ , max
e ̸=0

RC(e).

IV-D. Schematic Implementation

Recall that prior to robust encoding, a sending module transmitted a k-digit information word to a receiving module

(Fig. 1(a)). In a systematic code a k-digit information word is embedded within specific k digits of the n-digit codeword.

Thus, a systematic robust code allows the receiving module to directly use the information word, without performing

any calculations on the received codeword. On the sender side, the r redundancy digits are created by an additional

mudule — a nonlinear encoder. On the receiver side, the codewords are verified by a nonlinear checker. Figure 3

illustrates a channel protected by a systematic robust code. Figures 3(a), 3(b) depict the fault injection scheme on a

channel protected by a systematic robust code, modeled as error injection.
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(a) A schematic architecture of a circuit component protected
by a systematic security-oriented code. The upper right block
represents the additional hardware that generates redundancy
(nonlinear) digits. The lower right block checks the correctness
of the output. The area enclosed by a dashed line is accessible
to the adversary.
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(b) Mathematical model of a circuit component protected by a
systematic security-oriented code.

Fig. 3: Redundancy encoder and checker, with fault injection mathematically modeled as error injection.
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V. ROBUST CODE VULNERABILITY AND ITS REDUCTION STRATEGY

This chapter discusses the vulnerability of a robust code designed for a uniform distribution appearance of codewords,

when applied to a channel with a non-uniform distribution, resulting in the degradation of the maximal error masking

probability. Next, a general strategy to reduce the degradation in the maximal error masking probability is proposed.

V-A. Robust Code Vulnerability with Non-Uniform Distribution of Codewords

This section illustrates the general idea of vulnerability followed by a specific example.

Let C be a robust code. Recall that X(e) denotes the set of information words (x’s) whose codewords (c(x)’s) mask

an error e. In a robust code, for each non-zero error e there exists at least one codeword that can detect the presence

of an injected error e. However, if the codewords are not uniformly distributed, some errors having |X(e)| > 0 might

be undetected with high probability. Let H ⊂ C be a set of high-probability codewords; i.e., H consists of the |H|

codewords which are most likely to occur. Let e1, e2, e3 be non-zero errors which are masked by some codewords, that

is, |X(ei)| > 0, i ∈ {1, 2, 3}. The masking probability (Eq. (1)), Q(ei), of these errors depends on how they distort

the codewords of H . Figure 4 illustrates the distortion of the codewords of H by e1, e2, e3. Error e1 is detected with

high probability, since C ∩ {e1 +H} = ∅. Error e2 is masked with high probability since {e2 +H} ⊆ C. Error e3 is

detected with variable probability, depending on the cumulative probability of the codewords in C ∩ {e3 +H}. Note

that the three cases in Fig. 4 are sub-classes of Case-III in Fig. 2.

C e2+C
�

���

C e3+C
�

���

C e1+C
�

���

Case I Case II

Case III

Fig. 4: Distortion of codewords by errors in Es.

The following example illustrates the vulnerability.

Example 2. Consider code C presented in Ex. 1; here it is used on a channel with known codeword probabilities. The

probabilities for the codewords are shown in Table II(a). Note that the codewords and the error vectors are written in

(−−,−) notation, to differentiate the digit indices used for information from those used for redundancy. Table II(b)

shows the error masking probabilities for several errors (out of the 33 error vectors). The second column of Tab. II(b)

shows the expected error masking probability under the UDAC assumption. The third column of Tab. II(b) shows the

actual error masking probability. These probabilities were calculated using the codeword probability of appearance

from Tab. II(a). The fourth column of Tab. II(b) classifies the errors into the three cases shown in Figure 4.

For some errors the actual Q(e) and the Q(e) under the UDAC assumption are not equal. For example, the actual

error masking probability of errors (12,1) and (21,2) is lower than the assumed one (0.03 < 0.33), making these errors

highly probable to be detected. However, errors (12,0) and (21,0) have an actual Q(e) of 0.94 — much higher than

the assumed Q(e), making these errors unlikely to be detected.
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The maximal error masking probability of this code is Q̄ = 0.94. An adversary that knows the codeword probabilities

can, for example, inject e = (12, 0) and have a 94% chance of being undetected. The error vector (00,0) is mentioned

as an informative example, and it is not regarded as an error, since it does not change the codeword on the channel.

TABLE II: A C(n = 3, k = 2) robust code over F3 with known codeword probabilities.

(a) Probabilities of the codewords.

c Pr[C = c]

(00,0) 0.31
(01,0) 0.01
(02,0) 0.01
(10,2) 0.01
(11,1) 0.01
(12,0) 0.32
(20,2) 0.01
(21,0) 0.31
(22,1) 0.01

(b) Assumed and actual error masking probabilities

e
Assumed
Q(e)

Actual
Q(e)

Fig. 4 Case

(00,0) 1 1 Not an error
(00,1) 0 0 Always detected
(01,0) 0.33 0.33 Case III
(02,1) 0.33 0.34 Case III
(12,0) 0.33 0.94 Case II
(12,1) 0.33 0.03 Case I
(20,0) 0.33 0.34 Case III
(21,0) 0.33 0.94 Case II
(21,2) 0.33 0.03 Case I

Intuitively, the high-probability codewords set in Ex. 2 is H = {(00, 0), (12, 0), (21, 0)}. The vulnerability shown

in Ex. 2 arises from the fact that the error masking set X(e) of some errors contains the high-probability information

words. The error masking set of error (12,0) in this example is X(12, 0) = {00, 12, 21}. The codewords of the

information words in X(12, 0) have a high probability of appearance, that is c(X(12, 0)) = H . Hence, error (12, 0) is

masked with high-probability. Clearly, this vulnerability also exists in cases where H ⊆ c(X(e)), for e ̸= 0.

V-B. General Strategy for Reducing Vulnerability

The previous section shows that if the high-probability information words are members of a specific error masking

set X(e), the error e will be masked with high probability. If the high-probability codewords are assigned a new

vectorial representation, such that all their information words are not members of any single X(e), then Q̄ will become

lower. The following example exhibits this strategy.

Example 3. Consider the code C with its codeword probabilities presented in Ex. 2. By assigning a new vectorial

representation to two codewords, the maximal error masking probability is lowered. Table III(a) shows the old and

new vectorial representations of the codewords of C. Specifically note that the high-probability codeword (21, 0) is

given a new representation — (20, 2). Table III(b) compares the error masking probability for several errors, between

the old and the new representations. Although not all errors are shown, the maximal error masking probability in the

new representation is Q̄ = 0.64. The old representation columns in Tables III(a), III(b) are repeated from Tables II(a),

II(b) for comparative convenience.

By assigning a new vectorial representation to codewords, we can attain a lower Q̄, compared to the original

representation. A trivial tactic is to go over all assignment permutations and choose the one which has the lowest Q̄.

This approach requires:
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TABLE III: A C(3, 2) robust code over F3 with known codeword probabilities and reassigned vectorial representations.

(a) Probabilities of the codewords with a new representation.

Old
representation

New
representation Pr[C = c]

(00,0) same 0.31
(01,0) same 0.01
(02,0) same 0.01
(10,2) same 0.01
(11,1) same 0.01
(12,0) same 0.32
(20,2) (21,0) 0.01
(21,0) (20,2) 0.31
(22,1) same 0.01

(b) Error masking probabilities with the old and the new represen-
tations.

e
Old representation

Q(e)
New representation

Q(e)

(00,0) 1 same
(00,1) 0 same
(01,0) 0.33 same
(02,1) 0.34 same
(12,0) 0.94 0.64
(12,1) 0.03 same
(20,0) 0.34 0.64
(21,0) 0.94 0.64
(21,2) 0.03 same

• Calculation of all error masking sets, by finding an error vector between every two codewords, which takes

O
(
|C|2

)
operations.

• Iterate over all permutations, which takes O
(
(|C|−1)!

)
operations. For each permutation go over all errors. There

are O
(
|C|2

)
different error vectors. For each error e sum the probabilities of information words in X(e) in order

to find Q(e), which takes O
(
R̄
)

operations.

A code that uses all possible codewords is of size |C| = ρk. The systematic high-rate codes from Table I have R̄ ∼ ρk−r.

Therefore, for these codes, the trivial tactic requires O
(
(ρk)!ρk−r

)
operations.

The goal of this work is to make use of existing systematic high-rate robust codes to reduce the error masking

probability on non-UDAC channels, without lowering the code rates, in a computationally feasible way. Obviously,

partially-robust codes cannot be used, since they inherently have undetectable errors. In the next chapter we analyze

existing systematic high-rate robust codes, to find a common property that will allow us to efficiently reduce the

degradation in error masking probability.
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VI. ANALYSIS OF QUADRATIC SUM AND PUNCTURED ROBUST CODES

This chapter present three systematic high-rate robust codes that are optimum or close to optimum, and analyzes

the properties of the codes’ error masking sets, to provide a solution for non-uniform distribution channels.

VI-A. Known Constructions of Robust Codes

In this work we analyze three codes that are robust under uniformly distributed codewords:

• The Punctured-Cubic (PC) code derived from the cubic (x, x3) code over a binary finite field.

• The Punctured-Quadratic (PQ) code derived from the square (x, x2) code over a non-binary finite fields.

• The Quadratic-Sum (QS) code, applicable to both binary and non-binary finite fields.

The three codes are robust systematic codes with a rate higher than one-half [2], [25], [38]. Moreover, the codes are

optimum or close to optimum.

Construction 1 (Punctured-Cubic code [38]).

Let Λb be a binary r × k matrix of rank r ≤ k. The code

C =
{
(x,w)

∣∣ x ∈ F2k , w = Λbx
3 ∈ F2r

}
is called a Punctured Cubic C(k + r, k) code.

Construction 2 (Punctured-Quadratic code [2]).

Let Λq be a non-binary r × k matrix of rank r ≤ k, and let q be a power of an odd prime. The code

C =
{
(x,w)

∣∣ x ∈ Fqk , w = Λqx
2 ∈ Fqr

}
is called a Punctured Quadratic C(k + r, k) code.

Construction 3 (Quadratic-Sum code [25]).

Let k = 2sr and x = (x1, x2, . . . , x2s), where xi ∈ Fρr for 1 ≤ i ≤ 2s. The code

C =
{
(x,w)

∣∣ x ∈ Fρk , w = x1x2 + · · ·+ x2s−1x2s ∈ Fρr
}

is called a Quadratic-Sum C(k + r, k) code.

From eq. (4) and constructions 1, 2 and 3, the error masking equations for the PC and PQ codes are:

Λb(x⊕ ex)3 = Λbx
3 ⊕ ew, (5)

Λq(x+ ex)
2 = Λqx

2 + ew, (6)



19

TABLE IV: C(3, 2) Punctured Quadratic code over F2
3

F32 F2
3 F3

3

x x2 x c = (x,Λ3x
2)

0 0 00 (00, 0)
α0 α0 01 (01, 0)
α1 α2 10 (10, 2)
α2 α4 21 (21, 0)
α3 α6 22 (22, 1)
α4 α1 02 (02, 0)
α5 α2 20 (20, 2)
α6 α4 12 (12, 0)
α7 α6 11 (11, 1)

where eq. (5), (6) are for PC, PQ respectively. The error masking equation for the QS code is:

s∑
i=1

(x2i−1 + ex,2i−1)(x2i + ex,2i) =
s∑
i=1

x2i−1x2i + ew, (7)

where ex = (ex,1, ex,2 . . . ex,2s); ex,i ∈ Fρr . The error masking equations (5)–(7) will be used in Section VI-C to

prove a characteristic of information words (the x’s) that belong to the same error masking set X(e).

The following example shows a construction of a ternary Punctured Quadratic code.

Example 4. The code presented in Ex. 1 is a ternary (q = 3) Punctured Quadratic code of length n = 3 and dimension

k = 2, with puncturing matrix Λ3 =
(
1 0

)
. For the arithmetic in F32 , we use the irreducible (over F3) polynomial

π(x) = x2 + x + 2. Denote by α the generator of the F32 field. Table IV shows the codewords: columns 1–2 show

the representation of x and x2 in F32 , columns 3–4 show the representation of x and c(x) in F2
3 and F3

3 respectively.

VI-B. Error Masking Probability

The robustness of C is measured in terms of its error masking probability. In [26], the error masking probability

was defined with respect to the set of codewords. In this work, we generalize the definition by taking into account the

probability of each codeword to appear.

Recall that the error masking probability of an error is the probability that a given error e ∈ Fnρ will shift a

codeword onto another codeword. The authors of [25], [26], by assuming uniform codeword distribution, defined the

error masking probability of an error e as RC(e)/|C|, with the implicit meaning that |C| = 2k. In this work, the error

masking probability, denoted by Q(e), depends on how often each codeword is used; in Eq. (1) it defined as

Q(e) =
∑
c∈C

Pr[C = c]δC(c+ e),

The error masking probability of a code is the worst (highest) masking probability over all non-zero errors. In [26]

it was defined as Qmc = R̄/|C|, where the subscript ’mc’ stands for maximal-correlation. This definition was correct

assuming UDAC. In this work it is defined in Eq. (2) as,

Q̄ = max
e ̸=0

Q(e).



20

TABLE V: Error masking set sizes, and maximal autocorrelation values.

Binary Non-binary PQ and QS
PC QS

|X(e)| for k > r 0, 2k−r, 2k−r+1 0, 2k−r 0, qk−r

|X(e)| for k ≤ r 0, 2 0, 2 0, 1

R̄ max(2k−r+1, 2) max(qk−r, 1)

Clearly, for uniformly distributed codewords, the definitions of both the error masking probability of an error and the

code coincide. It is worth mentioning the lower bounds on Q(e), with UDAC . The error masking probability of a

binary code of size 2k, with uniformly distributed codewords, is lower bounded by, [26],

Q̄ ≥ max(2/2k, 2k/2n).

The error masking probability of a non-binary code of size qk, with uniformly distributed codewords, is lower bounded

[25] by,

Q̄ ≥ qk/qn.

Codes that achieve these bound are optimum.

Recall that |X(e)| = RC(e). Previous research (PC, PQ and QS codes) assumed UDAC, which made it possible to

ignore the members of the X(e) set, and regard only its size for computation of the masking probability, i.e.,

Q(e) =
RC(e)

|C|
=
|X(e)|
|C|

.

The following theorems show the sizes of error masking sets for the three codes.

Theorem 1 ([38]). Let C be a PC code defined by a binary r× k matrix Λb of rank r. If k > r, for each error e ̸= 0

the size of its error masking set, X(e), may take one of three values: 0, 2k−r, 2k−r+1. If k ≤ r, the size of X(e) may

take one of two values: 0, 2.

Theorem 2 ([2]). Let C be a PQ code defined by a non-binary r× k matrix Λq of rank r over Fq . If k > r, for each

error e ̸= 0 the size of its error masking set, X(e), may take one of two values: 0, qk−r. If k ≤ r, the size of X(e)

may take one of two values: 0, 1.

Theorem 3 ([25]). Let C be a QS code with k = 2sr over Fρ. If k > r, for each error e ̸= 0 the size of its error

masking set, X(e), may take one of two values: 0, ρk−r. If k ≤ r, and ρ is binary, the size of X(e) may take one of

two values: 0, 2; otherwise, if k ≤ r, and ρ is non-binary, X(e) may take one of two values: 0, 1.

Table V summarizes the results of theorems 1–3.

In order to mitigate the non-uniform distribution vulnerability, the properties of the error masking sets need to be

analyzed. Using the error masking set notation, the error masking probability can be written as:

Q(e) =
∑

x∈X(e)

p(x), (8)
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where p(x) is the probability of information word to be sent; i.e., p(x) , Pr[C = c(x)] > 0. The next section analyzes

the properties of the error masking sets.

VI-C. Analysis of Error Masking Sets of the PC, PQ and QS codes

Previous works assumed UDAC, which enabled them to ignore the members of the error masking sets. Equation (8)

shows that the error masking probability for an error e depends on the members of X(e), and their probabilities.

The probability values are fixed by the underlying circuit. Therefore lowering Q(e) depends on determining which

information words to use considering the X(e) sets. This section analyzes the X(e) sets of the PC, PQ and QS codes.

This section begins with a general property for all robust codes, then continues by an analysis of the properties of

the error masking sets of PC, PQ and QS code. Although the masking sets of the PC, PQ and QS codes share similar

properties, the proof is somewhat different; therefore it is provided separately for each code.

Let C be any robust code. The error masking sets of C and its translates, C + u, u ∈ Fnρ are identical. For example,

let C1(n, k) be a systematic code, and X1(e) be an error masking set for some e ∈ Fnρ . Then, the translate code

C2 = C1 + u, for u ∈ Fnρ , has an error masking set X2(e) = X1(e). Therefore, without loss of generality, we assume

that 0 = (0, 0) ∈ C. Consequently,

Property 1. 0 ∈ X(e) iff e ∈ C.

To analyze of the error masking sets of the PC, PQ and QS codes we divide the sets into two groups as follows:

1) Error masking sets for errors that are also codewords; i.e., for e ∈ C.

2) Error masking sets for errors that are not codewords; i.e., for e ∈ Fnρ \ C or in short e /∈ C.

The analysis makes extensive use of error masking equations (5), (6), (7).

VI-C-1. Analysis of the Punctured Cubic Code

The following lemma provides an auxiliary for the subsequent theorem.

Lemma 1. Let C be a PC binary robust code with Λb as the puncturing matrix. If e = (ex, ew) ∈ C and x ∈ X(e),

then Λb(x
2ex ⊕ xe2x) = 0.

Proof. Recall that error masking equation (5) for the PC code is:

Λb(x⊕ ex)3 = Λbx
3 ⊕ ew.

Let x ∈ X(e). The left-hand side of Eq. (5) is

Λb(x⊕ ex)3 = Λb(x
3)⊕ 3Λb(x

2ex)⊕ 3Λb(xe
2
x)⊕ Λb(e

3
x)

= Λb(x
3)⊕ Λb(x

2ex)⊕ Λb(xe
2
x)⊕ Λb(e

3
x).

The last step uses the following property of a binary space: let a ∈ Fb, then 3a = a⊕ a⊕ a = a.

Let e = (ex, ew) ∈ C, then from Const. 1, ew = Λb(e
3
x). The right-hand side of Eq. (5) is

Λb(x
3)⊕ ew = Λb(x

3)⊕ Λb(e
3
x).
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Using both sides gives

Λb(x⊕ ex)3 = Λb(x
3)⊕ ew

Λb(x
3)⊕ Λb(x

2ex)⊕ Λb(xe
2
x)⊕ Λb(e

3
x) = Λb(x

3)⊕ Λb(e
3
x)

Λb(x
2ex)⊕ Λb(xe

2
x) = 0

Λb(x
2ex ⊕ xe2x) = 0. �

The following theorem shows that the error masking sets X(e) of the PC code are either subspaces, cosets of these

subspaces, or empty sets.

Theorem 4. Let C be a PC code. Then, X(e) is a subspace iff e belongs to C, and a coset or an empty set otherwise.

Proof. First we show that the linear combination of two information words in an error masking set x1, x2 ∈ X(e),

for an error e ∈ C, also belongs to that set. Let e = (ex, ew) ∈ C, that is, ew = Λbe
3
x. Let x1, x2 ∈ X(e), and define

x = a1x1⊕a2x2 where a1, a2 ∈ Fb, a linear combination of x1, x2. From Lemma 1, Λb(x2i ex⊕xie2x) = 0 for i = 1, 2.

We now show that c(x) also masks the error e. Using Eq. (5),

Λb(x⊕ ex)3 = (Λbx
3 ⊕ Λbe

3
x)⊕ Λb(x

2ex ⊕ xe2x)

= (Λbx
3 ⊕ Λbe

3
x)⊕ a1Λb(x21ex ⊕ x1e2x)⊕ a2Λb(x22ex ⊕ x2e2x)

= Λbx
3 ⊕ Λbe

3
x

= Λbx
3 ⊕ ew.

The last equation is exactly the right-hand side of Eq. (5); i.e., c(x) masks e. Namely, the codeword of any linear

combination of the elements of X(e) masks the error e. Hence, X(e) for e ∈ C forms a linear subspace.

We now show that if an error vector is not a codeword, that is, ê /∈ C, then its error masking set X(ê) is a coset,

or an empty set. Any error vector ê /∈ C can be written as ê = e ⊕ (0, ψw) where e ∈ C and ψw ∈ Frb . That is,

ê = (ex,Λbe
3
x ⊕ ψw). Let ψx ∈ Fkb , and denote by ψx ⊕ X(e) a coset of X(e). Let x ∈ X(e), then the error ê is

masked by c(x⊕ ψx) if (using Eq. (5))

Λb(x⊕ ψx ⊕ ex)3 = Λb(x⊕ ψx)
3 ⊕ Λbe

3
x ⊕ ψw,

or equivalently, if

ψw = Λb((x⊕ ψx)
2ex ⊕ (x⊕ ψx)e

2
x) = Λb(ψ

2
xex ⊕ ψxe

2
x). (9)

The latter equality does not depend on the x’s. Therefore, any ê (which is uniquely defined by e ∈ C and ψw) is

either masked or is always detected. Namely, if there exists a ψx that solves Eq. (9), then the masking set of ê is

X(ê) = ψx ⊕X(e), otherwise, ê is always detected, i.e. X(ê) = ∅. �

VI-C-2. Analysis of the Punctured Quadratic Code

The following lemma provides an auxiliary for the subsequent theorem.
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Lemma 2. Let C be a PQ non-binary robust code with Λq as the puncturing matrix . If e = (ex, ew) ∈ C and x ∈ X(e),

then Λq(2xex) = 0.

Proof. Recall that error masking equation (6) for the PQ code is:

Λq(x+ ex)
2 = Λqx

2 + ew.

Let x ∈ X(e). The left-hand side of Eq. (6) is

Λq(x+ ex)
2 = Λq(x

2) + Λq(2xex) + Λq(e
2
x).

Let e = (ex, ew) ∈ C, then from Const. 2, ew = Λq(e
2
x). The right-hand side of Eq. (6) is

Λq(x
2) + ew = Λq(x

2) + Λq(e
2
x).

Using both sides gives

Λq(x+ ex)
2 = Λqx

2 + ew

Λq(x
2) + Λq(2xex) + Λq(e

2
x) = Λq(x

2) + Λq(e
2
x)

Λq(2xex) = 0. �

The following theorem shows that the error masking sets the PQ code, are either subspaces, cosets of these subspaces,

or empty sets.

Theorem 5. Let C be a PQ code, over non-binary field Fq where q is a power of a prime. Then, X(e) is a subspace

iff e belongs to C, and a coset or an empty set otherwise.

Proof. First we show that the linear combination of two information words in an error masking set x1, x2 ∈ X(e),

for an error e ∈ C, also belongs to that set. Let e = (ex, ew) ∈ C, that is, ew = Λqe
2
x. Let x1, x2 ∈ X(e), and define

x = a1x1 + a2x2 where a1, a2 ∈ Fq , a linear combination of x1, x2. From Lemma 2, Λq(2xiex) = 0 for i = 1, 2. We

now show that c(x) also masks the error e. Using Eq. (6),

Λq(x+ ex)
2 = (Λqx

2 + Λqe
2
x) + Λq(2xex)

= (Λqx
2 + Λqe

2
x) + Λq(2a1x1ex) + Λq(2a2x2ex)

= Λqx
2 + Λqe

2
x

= Λqx
2 + ew.

The last equation is exactly the right-hand side of Eq. (6), i.e., c(x) masks e. Namely, the codeword of any linear

combination of the elements of X(e) masks the error e. Hence, X(e) for e ∈ C forms a linear subspace.

We now show that if an error vector is not a codeword, that is, ê /∈ C, then its error masking set X(ê) is a coset,

or an empty set. Any error vector ê /∈ C can be written as ê = e + (0, ψw) where e ∈ C and ψw ∈ Frq . That is,

ê = (ex,Λqe
2
x + ψw). Let ψx ∈ Fkq , and denote by ψx + X(e) a coset of X(e). Let x ∈ X(e), then the error ê is
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masked by c(x+ ψx) if (using Eq. (6))

Λq(x+ ψx + ex)
2 = Λq(x+ ψx)

2 + Λqe
2
x + ψw,

or equivalently, if

ψw = Λq(2(x+ ψx)ex) = Λq(2ψxex). (10)

The latter equality does not depend on the x’s. Therefore, any ê (which is uniquely defined by e ∈ C and ψw) is

either masked or is always detected. Namely, if there exists a ψx that solves Eq. (10) then the masking set of ê is

X(ê) = ψx +X(e), otherwise, ê is always detected, i.e. X(ê) = ∅. �

VI-C-3. Analysis of the Quadratic Sum Code

The following lemma provides an auxiliary for the subsequent theorem.

Lemma 3. Let C(k+r, k) be a QS a binary or non-binary robust code with k = rs. If e = (ex, ew) ∈ C and x ∈ X(e),

then
∑s
i=1(x2i−1ex,2i + ex,2i−1x2i) = 0.

Proof. Let x ∈ X(e) and x = (x1, x2, . . . , x2s), where xi ∈ Fρr for 1 ≤ i ≤ 2s, and ex = (ex,1, ex,2 . . . ex,2s); ex,i ∈

Fρr . Recall that error masking equation (7) for the QS code is:

s∑
i=1

(x2i−1 + ex,2i−1)(x2i + ex,2i) =
s∑
i=1

x2i−1x2i + ew.

The left-hand side of Eq. (7) is

s∑
i=1

(x2i−1 + ex,2i−1)(x2i + ex,2i) =

s∑
i=1

(x2i−1x2i + ex,2i−1ex,2i) +

s∑
i=1

(x2i−1ex,2i + ex,2i−1x2i)

Let e = (ex, ew) ∈ C, then from Const. 3, ew =
∑s
i=1(ex,2i−1ex,2i). The right-hand side of Eq. (7) is

s∑
i=1

x2i−1x2i + ew =
s∑
i=1

(x2i−1x2i + ex,2i−1ex,2i).

Using both sides gives

s∑
i=1

(x2i−1 + ex,2i−1)(x2i + ex,2i) =

s∑
i=1

x2i−1x2i + ew

s∑
i=1

(x2i−1x2i + ex,2i−1ex,2i) +
s∑
i=1

(x2i−1ex,2i + ex,2i−1x2i) =
s∑
i=1

(x2i−1x2i + ex,2i−1ex,2i)

s∑
i=1

(x2i−1ex,2i + ex,2i−1x2i) = 0.
�

The following theorem shows that the error masking sets X(e) of the PC code, are either subspaces, cosets of these

subspaces, or empty sets.

Theorem 6. Let C(k + r, k) be a QS a binary or non-binary robust code with k = rs over Fρ. Then, X(e) is a

subspace iff e belongs to C, and a coset or an empty set otherwise.
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Proof. First we show that the linear combination of two information words in an error masking set x1, x2 ∈ X(e), for

an error e ∈ C, also belongs to that set. Let e = (ex, ew) ∈ C, that is, ew =
∑s
i=1(ex,2i−1ex,2i). Let x1, x2 ∈ X(e),

and define y = a1x1 + a2x2 where a1, a2 ∈ Fρ, a linear combination of x1, x2. The QS code divides all vectors into

2s blocks of length r. The blocks of the x1, x2 vectors are indicated by xj,i ∈ Fρr where j = 1, 2 is the word number,

and 1 ≤ i ≤ 2s is the block number within the word, such that xj = (xj,1, xj,2, . . . , xj,2s). The blocks of y and ex

are indicated by ex,i ∈ Fρr and yi ∈ Fρr where 1 ≤ i ≤ 2s is the block number, such that ex = (ex,1, ex,2 . . . ex,2s)

and y = (y1, y2 . . . y2s).

From Lemma 3, the information words x1, x2 have
∑s
i=1(x2i−1ex,2i + ex,2i−1x2i) = 0 for j = 1, 2. We now show

that c(y) also masks the error e. Using Eq. (7),

s∑
i=1

(y2i−1 + ex,2i−1)(y2i + ex,2i) =

s∑
i=1

(y2i−1y2i + ex,2i−1ex,2i) +

s∑
i=1

(y2i−1ex,2i + ex,2i−1y2i)

=

s∑
i=1

(y2i−1y2i + ex,2i−1ex,2i) +

s∑
i=1

a1(x1,2i−1ex,2i + ex,2i−1x1,2i)

+
s∑
i=1

a2(x2,2i−1ex,2i + ex,2i−1x2,2i)

=
s∑
i=1

(y2i−1y2i) +
s∑
i=1

(ex,2i−1ex,2i)

=
s∑
i=1

(y2i−1y2i) + ew

The last equation is exactly the right-hand side of Eq. (7), i.e., c(y) masks e. Namely, the codeword of any linear

combination of the elements of X(e) masks the error e. Hence, X(e) for e ∈ C forms a linear subspace.

We now show that if an error vector is not a codeword, that is ê /∈ C, then its error masking set X(ê) is a coset,

or an empty set. Any error vector ê /∈ C can be written as ê = e + (0, ψw) where e ∈ C and ψw ∈ Frρ. That is

ew =
∑s
i=1(ex,2i−1ex,2i) as before, and ê = (ex, ew + ψw). Let ψx ∈ Fkρ , and denote by ψx +X(e) a coset of X(e).

Let y ∈ X(e), then the error ê is masked by the codeword c(y + ψx) if

w(y + ψx + ex) = w(y + ψx) + ew + ψw,

substituting these in Eq. (7) gives

s∑
i=1

(y2i−1 + ψx,2i−1 + ex,2i−1)(y2i + ψx,2i + ex,2i) =
s∑
i=1

(y2i−1 + ψx,2i−1)(y2i + ψx,2i) +
s∑
i=1

(ex,2i−1ex,2i) + ψw,

or equivalently, if

ψw =
s∑
i=1

(ψx,2i−1ex,2i + ψx,2iex,2i−1). (11)

The latter equality does not depend on y. Therefore, any ê (which is uniquely defined by e ∈ C and ψw) is

either masked or is always detected. Namely, if there exists a ψx that solves Eq. (11) then the masking set of ê is

X(ê) = ψx +X(e), otherwise, ê is always detected, i.e. X(ê) = ∅. �
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VI-D. Conclusion and Usage Strategy

Theorems 4, 5, 6 show that the PC, PQ and QS codes have a common property:

Property 2. Let C a PC, PQ or QS robust code. Let e = (ex, ew) an additive error. If e ∈ C then ew = w(ex) and

X(e) = X(ex, w(ex)) is a linear subspace. If e /∈ C then X(e) is a coset of X(ex, w(ex)) or an empty set, where w()

is the redundancy part function of the code.

Property 2 is a key element in this work. The characteristic of the error masking sets described above paves the way

toward improving the error masking probability. For e ∈ C the error masking set X(e) is a subspace, therefore it has

a base of size logρ(|X(e)|). Recall that for some e the size of an error masking set is equal to the autocorrelation,

|X(e)| = RC(e), and that R̄ = maxe ̸=0RC(e). The value of R̄ is provided in Tab. V. Recall also that e ∈ C iff the

error masking set has the all-zero word, 0 ∈ X(e) (Prop. 1). Using these conclusions we can now compose a set S

of vectors in Fkρ , such that S * X(e) for any e ̸= 0. A set S of size logρ(R̄) + 2, composed of logρ(R̄) + 1 linearly

independent vectors and the zero vector, has S * X(e) for any e ̸= 0.

In fact, the codeword reassignment in Ex. 3 follows exactly the tactic above. The code in Ex. 3 has R̄ = 32−1 = 3;

therefore a set composed of log3(3) + 1 linearly independent vectors and the zero vector should provide a lower

error masking probability. The information words (12) and (20) are linearly independent over F2
3; hence the set S =

{(00), (12), (20)} * X(e) for any e ̸= 0.

The data in Ex. 3 were artificial: the number of high-probability codewords was exactly logρ(R̄) + 2, and they

were equiprobable. The following chapters VIII and IX present methods of codeword mapping for an arbitrary number

of high-probability codewords. Chapter VIII considers a simple equiprobable distribution function, and Chapter IX

provides solutions for any distribution function.
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VII. FORMAL DEFINITION OF REMAPPING

A robust code designed under the UDAC assumption can perform poorly on a non-UDAC channel. Section V-B

presented the idea of reassigning high-probability vectors with a new vectorial representation, as a means to decrease

the maximal error masking probability, Q̄. This chapter formulates this idea for further discussion.

VII-A. Remapping Introduction

So far, the vectors on the output lines of the original component were designated by x ∈ Fkρ , and the redundancy part

digits, calculated by the non-linear encoder, were designated by w(x) ∈ Frρ. The output x can be seen as the vectorial

representation of an information symbol that the sending module wants to convey to the receiving module. The set

of information symbols is designated by M ⊆ Fkρ , and an element in the set by m ∈ M. Consider the computation

channel shown in Fig. 5. In each cycle the original component produces an information symbol m ∈M with a known

Probability Mass Function (PMF). Let φ : Fkρ → Fkρ be a one-to-one mapping between the information symbol m and

its information word x; i.e., x = φ(m). The codeword on the channel is the same as previously defined, (x,w(x)). The

receiving module translates the vectorial representation x back into the information symbol, m = φ−1(x). To provide

immunity, in each cycle a codeword c = (x,w(x)) is generated. Clearly, |M| = |C|.
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Fig. 5: A mathematical model of a computation channel. The original component is protected by a one-to-one mapping
φ followed by a systematic error detecting code C.

Note that the mapping between an information symbol and its vectorial representation is an existing logical association

in every circuit module. Some of the associations are trivial and self-defining, while others are non-trivial and their

definition requires planning. Below are examples for the two kinds of associations:

• Datapath — Consider a binary circuit module that performs an addition between two 3-bit addends, a = 3 and

b = 4, and has a single 3-bit output as the result s = 7. The logical symbols 3, 4 and 7 are associated with the

binary information words x1 = (011), x2 = (100) and x3 = (111) respectively. The circuit module is functionally

designed such that upon binary inputs x1 = (011), x2 = (100), it will output x3 = (111). This association is

trivial since the information word vector is the binary representation of the mathematical value of the information

symbol.
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• Control unit — Consider a binary 3-bit circuit module that functions as an FSM, that has three states s1, s2 and

s3. There is no inherent vectorial representation of each state. Usually, a circuit engineer designs the behavioral

model of the FSM without defining the vectorial representation of each state. The representations are assigned

by the Computer-Aided Design (CAD) software. For example, a behavioral rule might be: if the current state is

s1, and the current input is (010) then the next state is s2. In order to create the transistor logic for this rule, the

CAD tool creates an association between the information symbols (which are the three states) and their binary

vectorial representations. The CAD tool makes the association based on the electrical parameters of the resulting

circuit, such as power consumption, cross-talk and timing considerations.

We refer to the existing association and new vectorial reassignment as mapping or remapping interchangeably. When

analyzing, both the existing association and the new reassignments can be viewed as mapping functions φ from the

information symbol space into the information word space. We assume that the existing associations were designed to

meet the circuit’s electrical requirements, and ignored security measures against error injection attacks.

The probability that a codeword c(x) = c(φ(m)) is used equals the probability that the information symbol m is

produced, that is,

Pr[C = c] = p(x) = Pr[M = m] > 0.

Clearly, ∑
m∈M

Pr[M = m] = 1.

We assume that the PMF of the information symbols on the output of the original component is known. Given a PMF,

the error masking probability from Eq. (8), using the mapping function notation, can be rewritten as,

Q(e) =
∑

x∈X(e)

p(x) =
∑

m∈M, φ(m)∈X(e)

Pr[M = m]. (12)

Hence, the error masking probability Q(e) under non-uniform PMF of the information symbols depends solely on φ.

We index the information symbols based on their probability to be produced, that is,

Pr[M = mi] ≥ Pr[M = mi+1]; where mi ∈M for 1 ≤ i ≤ |M| − 1.

Denote by P (j) the accumulated probability
∑j
i=1 Pr[M = mi].

Definition 2. Let ϵ ≥ 0 be a negligible probability. The smallest set of high-probability information symbols with

respect to ϵ is defined as:

Γϵ , {mi}ψi=1; where ψ = min
P (j)≥1−ϵ

j. (13)

In other words, the probability that the sending module will produce an information symbol that is not in Γϵ is less

than ϵ. Fig. 6 shows an example of the accumulated probability P (|Γϵ|) as a function of ϵ for a code with |M| = 9 with

known information symbol probabilities. Note that |Γϵ| takes integer values; therefore, the mapping between P (|Γϵ|)

and ϵ is not a one-to-one mapping.
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Fig. 6: P (|Γϵ|) as a function of ϵ for given information word probabilities.

VII-B. The worst scenario

For a given code C, there always exists a mapping, denoted by φw, for which there exists an error e ̸= 0 such

that either φw(Γϵ) ⊆ X(e) or X(e) ⊂ φw(Γϵ). Such a mapping is considered to be the worst mapping. An existing

association could, unintentionally, be the worst mapping. The following lemma provides a lower bound on the error

masking probability when φw is used.

Lemma 4. Let ϵ > 0 and denote by P (|Γϵ|) the corresponding accumulated probability. The maximal error masking

probability, Q̄, in the worst case scenario is lower bounded by

Q̄ ≥

 P (|Γϵ|) ≥ 1− ϵ |Γϵ| ≤ R̄

P (R̄) otherwise.

Proof. If |Γϵ| ≤ R̄, then there exists an e ̸= 0 such that |Γϵ| ≤ |X(e)|. In this case the worst mapping will be

φw(Γϵ) ⊆ X(e), and from Eq. (12) the error masking probability of e is

Q(e) =
∑

m∈M, φ(m)∈X(e)

Pr[M = m] ≥
∑
m∈Γϵ

Pr[M = m] =

|Γϵ|∑
i=1

Pr[M = mi] = P (|Γϵ|) ≥ 1− ϵ.

If |Γϵ| > R̄, then there exists an e ̸= 0 such that |Γϵ| > |X(e)| = R̄. Recall that the index i of the information symbol

mi indicates the ordering of the information symbols, sorted by their probability. The set Γϵ has |Γϵ| high-probability

information symbols ofM, i.e., Γϵ = {m1, . . . ,m|Γϵ|}. Let {m1, . . . ,mR̄} be the set of R̄ high-probability information

symbols ofM. The worst mapping will map these R̄ information symbols to X(e). Therefore, from Eq. (12) the error

masking probability of e is

Q(e) =
∑

m∈M, φ(m)∈X(e)

Pr[M = m] =
R̄∑
i=1

Pr[M = mi] = P (R̄).
�

If the size of Γϵ is greater than R̄, then any error will be detected with a non-zero probability, since P (R̄) <

P (|Γϵ|) ≤ 1 and Q̄ = P (R̄). However, if the size of Γϵ is smaller than R̄, the probability that an error will be masked

increases, up to the worst case where P (|Γϵ|) = 1− ϵ. Therefore, in what follows, we focus on the case where

|Γϵ| ≤ R̄,
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and present mappings which decrease the masking probability of any nonzero error. Note that if all the codewords of

the code contribute to the same autocorellation sum for some e ̸= 0, i.e., |C| = RC(e) = R̄, then it is equivalent to the

case of |Γϵ| ≤ R̄ with ϵ = 0 in Lemma 4, resulting in Q̄ = 1.

VII-C. The error masking probability as a function of the mapping

Throughout this work, the security properties of a given code C are evaluated as a function of e. Since an adversary

can inject any error, properties are analyzed for the worst e the adversary can inject. The notation for a security property

for the worst e is an overbar, e.g., Q̄ = maxe ̸=0Q(e) or R̄ = maxe ̸=0RC(e). Since the exact value of some security

properties for the worst e is difficult to compute, an upper bound, denoted by ¯̄Q, will be used instead. Both these

notations will be extended to further properties.

Recall that in Section VI-D a set S was defined as the new vectorial representation of the high-probability information

words. In the mapping function notation this can be formulated as: denote by S the image set of Γϵ under a mapping

function φ. Thus φ can be written as:

φ :


Γϵ → S

M\ Γϵ → Fkρ \ S.

Note that although the mapping function is defined for all information symbols M, in most of the following construc-

tions we define only the image set S. The remaining information symbols may be arbitrarily (one-to-one) mapped to

the remaining information symbols.

The image set S is chosen such that it will not be a subset of the error masking sets, i.e., S * X(e), 0 ̸= e ∈ Fnρ

(otherwise it becomes the worst-case mapping). An indication of how well the members of set S were chosen is the

size of the overlap between S and X(e). Denote by

σφ(e) , |S ∩X(e)|,

the size of the overlap of the image set S with X(e).2 Denote by σ̄φ , maxe ̸=0 σφ(e) the maximal overlap over all

the nonzero error vectors. Using these notations and Eq. (12) we have

Q(e) =
∑
m∈M

φ(m)∈X(e)

Pr[M = m] =
∑
m∈Γϵ

φ(m)∈X(e)

Pr[M = m] +
∑
m/∈Γϵ

φ(m)∈X(e)

Pr[M = m]

≤
∑

x∈S∩X(e)

p(x) +
∑
m/∈Γϵ

Pr[M = m]

= P (σφ(e)) + ϵ,

and the maximal masking probability Q̄ is upper bounded by

Q̄ ≤ P (σ̄φ) + ϵ. (14)

2The size of the overlap σφ(e) is also a function of the chosen ϵ.
ϵ determines the size of Γϵ, which in turn determines the size of S. To simplify the presentation we omit the ϵ, i.e., the overlap size is denoted as
σφ(e) and not σφ,ϵ(e).
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For |Γϵ| ≤ R̄, the worst mapping φw has S ⊆ X(e) for some e ̸= 0, therefore it has a maximal overlap of

σ̄w = |S| = |Γϵ|. Hence, from Lemma 4, for |Γϵ| ≤ R̄, a code with the worst mapping has Q̄w that is lower bounded

by P (σ̄w), i.e., Q̄w ≥ 1− ϵ. Clearly, a good mapping function φ tries to achieve σ̄φ < |S|.

Without knowing the exact members of the image set S, the actual value of the maximal overlap, σ̄φ, is difficult to

compute. In the following chapters, when the exact members of S are unknown, we will use an upper bound, denoted

by ¯̄σφ, on the overlap value, i.e.,

σφ(e) ≤ σ̄φ ≤ ¯̄σφ, e ̸= 0.

The following chapters present mapping functions that avoid the worst-case scenario and analyze the maximal error

masking probability of the resulting codes.
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VIII. BINARY ROBUST CODES WITH NON-UNIFORM DISTRIBUTION OF CODEWORDS

This chapter presents the non-uniform distribution vulnerability of binary PC and QS codes, and the ways to avoid

it, by remapping codeword representation. The section ends with a comparison of error detection probabilities for a

random and a security-oriented mapping on a benchmark FSM test suite [1]. For the simplicity of presentation, the

codeword distribution will be a simple step function. A general non-uniform distribution is analyzed in the next chapter.

The assumption of the uniform distribution appearance of codewords in PC, PQ and QS works is p(x) = 1/ρk. This

assumption is equivalent to the following set of claims:

1) All ρk information words (and hence their codewords) are used with non-zero probability, hence |C| = ρk.

2) All used codewords are equiprobable, that is, Pr[C = c] = 1/|C|.

This work deals with any non-uniform distribution function. However, for clarity of demonstration, in this chapter the

UDAC assumption is not abandoned entirely. This chapter assumes a weakened assumption:

1) All ρk information words are used with non-zero probability, hence |C| = ρk.

2) Let ϵ > 0 be a negligible probability. The |Γϵ| high-probability information symbols are equiprobable, and the

|C| − |Γϵ| low-probability information symbols are equiprobable, that is,

Pr[M = m] =
1− ϵ
|Γϵ|

, m ∈ Γϵ; Pr[M = m] =
ϵ

|M| − |Γϵ|
, m /∈ Γϵ.

See Fig. 7 for illustration of the probability mass functions in this discussion. In Fig. 7 the X-axis is the index of an

information symbol; the information symbols are sorted by their probability of appearance. Although the index i of

an information symbol is a discrete integer, the probability mass functions in Fig. 7 are illustrated as continuous, for

simplicity. This chapter limits the codeword distribution function to a simple step function, illustrated at Fig. 7(b). The

following chapter sets no limitations on in the probability mass function — it allows a general distribution function,

as in Fig. 7(c).
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(b) Piecewise equiprobable distribution
where |C| = ρk.
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(c) Arbitrary distribution where |C| ≤ ρk.

Fig. 7: Probability mass functions classes.

VIII-A. Sufficient Conditions for Q̄ < 1

In non-UDAC binary codes the maximal error masking probability is a function of the maximal overlap σ̄. A mapping

function provides a one-to-one mapping between the high-probability information symbols Γϵ and information words

S, hence |Γϵ| = |S|. A good mapping function, in order to lower Q̄, aims to achieve σ̄ < |S|. This section provides

bounds on the size of S (or Γϵ) in order to achieve Q̄ < 1.
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In cases where |Γϵ| = 2, no mapping can help. Consider a binary robust code where |Γϵ| = 2, with m1 and m2 as

the high-probability information symbols. For any one-to-one mapping function φ, the error e given by

e = c(φ(m1))⊕ c(φ(m2))

is masked by both codewords of the mapped information symbols, that is, e⊕ c(φ(m1)) ∈ C and e⊕ c(φ(m2)) ∈ C.

Generally, for any two information words x1 and x2 there exists an error e that is masked both by c(x1) and c(x2).

Therefore for any image set S with |S| = 2 there is an X(e) such that σφ(e) = |S ∩X(e)| = 2. Hence σ̄φ = |S|, and

just as in the worst-case mapping discussion (Section VII-C) this results in Q̄ ≥ P (σ̄φ) = 1− ϵ, i.e., the error e will

be most certainly undetected.

The following theorem suggests a lower bound on the size of S for which there exists a mapping such that σ̄φ < |S|

(which reduces Q̄).

Theorem 7. Let C be a PC or a QS binary code with k > r > 1. Then, there exists at least one set S of size s,

k + r

r − 1
≤ s ≤ R̄,

such that σ̄ < |S| for all non-zero e.

Proof. Let e ̸= 0 be an error that is masked by some codewords, i.e., |X(e)| > 0. For such e, the size of an error

masking set in a binary PC or QS code, with k ≥ r, is in the range (Th. 1),

2k−r ≤ |X(e)| ≤ 2k−r+1 = R̄.

Recall that |X(e)| = R(e) ≤ R̄, therefore each X(e) contains at most
(
R̄
s

)
distinct subsets of size s. Since

∑
e ̸=0R(e) =

22k − 2k, there are at most
2k(2k − 1)

2k−r
= 2r(2k − 1) < 2k+r

distinct X(e)’s. Hence, there are fewer than

2k+r
(
R̄

s

)

subsets of size s that are contained in the X(e) sets. If s ≥ k + r

r − 1
then, 2k+r ≤ 1

2(−r+1)s
. Therefore,

2k+r
(
R̄

s

)
≤ 1

2(−r+1)s
·

s−1∏
i=0

(
R̄− i

)
s!

=
1

2(−r+1)s
·

s−1∏
i=0

(
2k−r+1 − i

)
s!

=

s−1∏
i=0

(
2k − i

2−r+1

)
s!

<

s−1∏
i=0

(
2k − i

)
s!

=

(
2k

s

)
Therefore, there exists at least one subset S of size s, such that for all e ̸= 0, |S ∩X(e)| < |S|, hence σ̄ < |S|.

�

Example 5. Let k = 16 and r = 4. Assume that twenty information symbols (out of the 216) may appear with



34

probability 1− ϵ at the output of the device to be protected. Since 20≪ 212, there exists an error e ̸= 0 such that the

worst mapping φw will map the |Γϵ| = 20 into information words of |X(e)|, leading to σw(e) = 20 and Q(e) ≥= 1−ϵ.

Hence, the error e will be undetected with high probability. From Theorem 7, for a binary PC code, there exists a set

S of size
16 + 4

4− 1
≤ |S| = 20,

such that σ̄ < |S|, and σ̄ < |X(e)|. Consequently, each error e is detected by at least one of the codewords of the

information words of S; thus each error is detected with a probability of at least 1−ϵ
20 .

Although Th. 7 states that it is possible to find a set that can detect any error, it does not provide an efficient way

to do so. In the following sections we introduce mapping functions (and image sets) for which any non-zero error can

be detected.

VIII-B. Binary Hamming Ball Mapping

We define a generalized binary Hamming Ball set as follows:

Definition 3. Let V = {vi}ui=1 ⊂ Fkb be an arbitrary set of u linearly independent vectors, u ≤ k. A binary Hamming

ball of dimension u and radius ω is a set (or a coset of a set) defined by:

B
(u,ω)
b =

{
u∑
i=1

aivi

∣∣∣∣∣ a = (au, . . . a1), ai ∈ Fb, wtH(a) ≤ ω

}
,

where wtH(a) stands for the Hamming weight of the vector of coefficients a.

Note that the size of B(u,ω)
b is

∑ω
j=0

(
u
j

)
. Clearly, the set B(u,ω)

b also depends on the set of linearly independent

vectors vi, but has been omitted here for notational simplicity.

Construction 4 (Hamming Ball binary (HBb) mapping). Let C be a PQ or a QS binary code, with k ≥ r. Let Γϵ be

the set of high-probability vectors as defined in (13). Find smallest ω such that |B(k,ω)
b | ≥ |Γϵ|. Let S ⊆ B

(k,ω)
b and

|S| = |Γϵ|. Denote by φHBb
the mapping function from Γϵ to the image set S.

Theorem 8. The mapping φHBb
provides a maximal overlap value σ̄HBb

that is upper bounded by

σ̄HBb
≤ ¯̄σHBb

=
ω∑
j=0

(⌈
logb R̄

⌉
j

)
. (15)

The maximal error masking probability Q̄
HBb

is upper bounded by

Q̄HBb
≤ ¯̄QHBb

= P (¯̄σHBb
) + ϵ =

1− ϵ
|Γϵ|

· ¯̄σHBb
+ ϵ <

¯̄σ
HBb

|Γϵ|
+ ϵ.

Proof. Since S ⊆ B(k,ω)
b then the overlap is upper bounded by:

σHBb
(e) = |S ∩X(e)| ≤ |B(k,ω)

b ∩X(e)|.

The following proof analyzes the intersection size of B(k,ω)
b and X(e). Let e be a non-zero error. Clearly, if e is always

detected, then |X(e)| = 0 and σHBb
(e) = 0. The proof of |X(e)| > 0 is divided into three cases:
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1) The generating matrix of the set B(k,ω)
b is the identity matrix V = Ik×k, in other words, wtH(vi) = 1 for

1 ≤ i ≤ k.

The non-zero error e is a codeword, e ∈ C.

2) The generating matrix of the set B(k,ω)
b is the identity matrix V = Ik×k.

The error ê is not a codeword, ê /∈ C.

3) The generating matrix of the set B(k,ω)
b is a non-singular matrix.

For a non-zero error e that is not always detected, the size of X(e) in the PC code can be 2k−r or 2k−r+1, and

in the QS code it is 2k−r. The proof for each one of the sizes is the same. Therefore the proof assumes that the size

of X(e) is the worst, that is, |X(e)| = R̄. Denote by λ =
⌈
logb R̄

⌉
. Note that for |Γϵ| ≤ |R̄| the following holds

ω ≤ λ < k.

The following proof relies on the duality between a set and its matrix form representation, where each element of

the set is a row in the matrix, and vice versa. The matrix form of the set B(k,ω)
b is of size |B(k,ω)

b | × k and rank

k. Using rank decomposition, this matrix can be represented by the product AB · V , where AB is a matrix of size

|B(k,ω)
b | × k, and V is a matrix of size k × k and rank k. The matrix AB can be seen as the coefficient matrix, and

V can be seen as a generating matrix, whose rows are the base vectors of B(k,ω)
b . Clearly, V is non-singular.

For a non-zero e ∈ C the X(e) set is a subspace of size R̄; hence it can be spanned by λ =
⌈
logb R̄

⌉
base vectors.

Therefore the matrix form of the set X(e) is size R̄×k and rank λ. The matrix form of the set X(e) can be decomposed

into the product AX ·G, where AX is a coefficient matrix of size R× λ, and G is a generating matrix of size λ× k

and rank λ.

Since there is no ordering in a set, the order of rows in the coefficient matrices AB, AX and columns in the generating

matrices V,G is insignificant.

Consider a linear transformation of the space Fkb represented by a non-singular matrix T . A linear transformation

applied to all elements in the space Fkb does not change the intersection size of B(k,ω)
b and X(e) (which are subsets

of that space).Let AX ·G be the matrix form of the set X(e), and AB · V be the matrix form of the set B(k,ω)
b . Then

the size of X(e) ∩B(k,ω)
b is equal to the intersection size of the set forms of AX · (G · T ) and AB · (V · T ).

Case 1 — V is the identity matrix and e ∈ C is a non-zero error that is not always detected.

For a non-zero e ∈ C, the matrix form of the set X(e) is AX ·G. The matrix G is of rank λ and it has λ rows; therefore

using elementary row operations it can be brought into reduced row echelon form G′. Clearly, X(e) = span(G) =

span(G′). Using column swapping, the matrix G′ can be brought into a systematic generator matrix representation,

G′′ =

[
Iλ×λ Dλ×(k−λ)

]
. Note that column swapping is a linear transformation applied to all elements in Fk×kb

space, and thus the intersection of the transformed X(e) and B(k,ω)
b does not change. In particular, column swapping

does not alter the Hamming weight of an element in Fk×kb .

The Hamming weight of the elements in B(k,ω)
b is ≤ ω. Denote by 0 a matrix of appropriate size with all entries
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being zero. If Dλ×(k−λ) = 0 then the set generated by G′′ has at most

ω∑
j=0

(
λ

j

)
elements with Hamming weight ≤ ω. Otherwise, if Dλ×(k−λ) ̸= 0, then the Hamming weight of some elements of

span(G′′) will only increase (thereby decreasing number of elements with Hamming weight ≤ ω). To sum up,

|B(k,ω)
b ∩X(e)| ≤

ω∑
j=0

(
λ

j

)
.

Case 2 — V is the identity matrix and ê /∈ C is an error that is not always detected.

If ê /∈ C, then there exists a ψx ∈ Fkb and an error e ̸= 0 such that X(ê) = ψx ⊕X(e) (Prop. 2). The set X(e) may

spanned by a generating matrix G of size λ× k. Clearly, ψx cannot be spanned by G (otherwise X(ê) is not a coset).

Denote by AX ·G the matrix form of X(e). Thus the matrix form of X(ê) can be written as

[
AX 1R̄×1

]
·

G
ψx

 .

Using row and column operations, similar to Case 1, the matrix

G
ψx

 can be brought into a systematic generator

matrix representation Iλ×λ Dλ×(k−λ)

01×λ ψ′′
x

 .
Hence, the matrix form of the linearly transformed X(ê) (due to column swapping) is

[
A′′
X 1R̄×1

]
·

Iλ×λ Dλ×(k−λ)

01×λ ψ′′
x

 =

[
0R̄×λ 1R̄×1

]
·

 0 0λ×(k−λ)

01×λ ψ′′
x




︸ ︷︷ ︸
(0...0ψ′′

x )

⊕
(
A′′
X ·

[
Iλ×λ Dλ×(k−λ)

])
︸ ︷︷ ︸

linear transform of X(e)

.

The matrix A′′
X ·

[
Iλ×λ Dλ×(k−λ)

]
is the matrix form of the linear transform of X(e). Hence from Case 1 it has at

most
ω∑
j=0

(
λ

j

)

elements with Hamming weight ≤ ω. The (0 . . . 0ψ′′
x ) coset vector is added to all elements of the linear transform of

X(ê), but it does not change the first λ bits; hence the Hamming weight of the first λ bits cannot decrease. Therefore

X(ê) has at most
ω∑
j=0

(
λ

j

)
elements with Hamming weight ≤ ω. To sum up,

|B(k,ω)
b ∩X(ê)| ≤

ω∑
j=0

(
λ

j

)
.

Case 3 — V is a non-singular matrix, with any e ̸= 0.
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Recall that a linear transform on any two sets does not change their intersection size, and in particular the linear

transform represented by V −1. Apply the linear transform V −1 to the elements of B(k,ω)
b and X(e). Hence, the matrix

form of the transformed set B(k,ω)
b is (AB · V ) · V −1 = AB · I , and the matrix form of the transformed set X(e) is

(AX ·G) · V −1 = AX ·
(
G · V −1

)
. The intersection of the set form of AB · I and the set form of AX ·

(
G · V −1

)
is

exactly the proof of Cases 1, 2.

Finally, from Cases 1–3 for e ̸= 0

|B(k,ω)
b ∩X(e)| ≤

ω∑
j=0

(
λ

j

)
,

hence

σHBb
(e) ≤ |B(k,ω)

b ∩X(e)| ≤
ω∑
j=0

(
λ

j

)
=

ω∑
j=0

(⌈
logb R̄

⌉
j

)
.

�

Example 6. Let C be a PC code with k = 16 and r = 4. Assume that |Γϵ| = 650 information symbols (out of the

216 possible combinations) occur with a probability of 1− ϵ. Since for a PC code,

|X(e)| ≥ 2k−r = 212 > 650,

in the worst case scenario, there may be an error that will be masked with a probability greater than 1− ϵ. The binary

Hamming Ball construction, for ω = 3 and u = 16 has

∣∣∣B(16,3)
b

∣∣∣ = 3∑
j=0

(
16

j

)
= 697.

Therefore, by mapping these 650 m’s to a set S ⊂ B(16,3)
b that consists of binary vectors of Hamming weight less or

equal to three, one can reduce the error masking probability to

Q̄HBb
≤ P (σ̄HBb

) + ϵ <
σ̄HBb

|Γϵ|
+ ϵ ≤

∑3
j=0

(
k−r+1
j

)
|Γϵ|

+ ϵ = 0.58 + ϵ.

Note that if |Γϵ| > k, then as |Γϵ| increases the required ω increases. Therefore, if one wants to avoid testing all

the X(e) sets to choose the best set of k linearly independent vectors, the k binary vectors of Hamming weight one

can be used to construct S:

Construction 5 (Sequential Weight binary (SWb) mapping). Let Pr[M = m1] ≥ Pr[M = m2] ≥ · · · ≥ Pr[M = m2k ].

Assign to each mi a binary vector xi such that the Hamming weight of xi is smaller or equal to the Hamming weight

of xj for all i < j.

Note that Const. 5 provides a mapping for all information symbols, and not only for the high-probability symbols;

moreover it provides a specific symbol-to-word mapping, and not an arbitrary set-to-set mapping. Const. 5 is not
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optimal. For example, for k = 6, r = 3 and |Γϵ| = 7 there exist other mappings which achieve smaller (or larger) Q̄’s:

S = {0, 16, 18, 28, 46, 49, 54} → Q̄ ≤ 0.7134 + ϵ,

S = {0, 1, 2, 4, 8, 16, 32} ( Const. 5) → Q̄SWb
≤ 0.5714 + ϵ,

S = {0, 10, 21, 27, 50, 55, 62} → Q̄ ≤ 0.4286 + ϵ.

The members of the set S are binary 6-bit vectors. They are represented by their decimal values, e.g., 28 = (011100).

VIII-C. Binary Robust-code Based Mapping

The error masking sets, X(e)’s, of the binary PC or QS codes are subspaces, or cosets of subspaces. Subspaces

are linear. Robust codes are essentially non-linear; therefore to minimize the overlap between the image set S and the

X(e) sets, the set S can be constructed from a robust code.

The following construction uses codewords of a robust code for the elements of S.

Construction 6 (Internal-Robust binary (IRb) mapping). Let C(n, k) over Fb be a PC or a QS code, with k > r. Let

Γϵ be a set of high-probability vectors of C. Let A be a binary robust code of length n̂ = k, and size |A| ≥ |Γϵ|. Let

S ⊆ A, |S| = |Γϵ|. Denote by φIRb
the mapping function from Γϵ to the image set S.

The construction builds a small robust code A, such that |A| ≥ |Γϵ|. Then it uses the codewords of A as the

information words for C, by having S ⊆ A.

The following theorem shows the upper bound on the overlap value attained by the φIRb
mapping. The autocorrelation

of A for a vector τ is denoted RA(τ) (Eq. (3) on code A), in the same manner the maximal autocorrelation of A is

R̄A.

Theorem 9. The mapping φ
IRb

provides a maximal overlap value σ̄
IRb

that is upper bounded by

¯̄σ
IRb

=
√
R̄C(1 + R̄A)− R̄A. (16)

Proof. Note that the codewords of A are in Fn̂b , whereas the codewords (and errors) of C are in Fnb . From [25], a code

A has

|A|2 = |A|+
∑
τ ̸=0

RA(τ),

and recall that

R̄A = max
τ ̸=0

RA(τ).

The error masking set syntax X(e) refers to the code C. For e ̸= 0 with |X(e)| ̸= 0 we have,

|S ∩X(e)|2 ≤ |A ∩X(e)|2

= |A ∩X(e)|+
∑
τ ̸=0

RA∩X(e)(τ)

≤ |X(e)|+ (|X(e)| − 1)(max
τ ̸=0

RA∩X(e)(τ))

≤ |X(e)|(1 + max
τ ̸=0

RA(τ))−max
τ ̸=0

RA(τ)

≤ R̄C(1 + R̄A)− R̄A
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Equivalently, the upper bound on the maximal overlap value is:

σ̄IRb
= max

e ̸=0
|S ∩X(e)| ≤

√
R̄C(1 + R̄A)− R̄A = ¯̄σIRb

. �

The only requirements from the binary code A is a specific length, and minimal size. The code does not have to

be systematic, or any of the known robust codes. To provide more concrete overlap values, we use known systematic

robust codes. If A(n̂, k̂) is a QS code, with k̂ ≥ ⌈logb |Γϵ|⌉ and n̂ = k, where k is the dimension of the code C, the

maximal autocorrelation of A is (using Table V)

R̄A =


2k̂−(n̂−k̂) if k̂ > n̂− k̂

2 otherwise.

Therefore, by using a QS code A(n̂, k̂), the following corollary can be derived from Theorem 9.

Corollary 1. Let C(n, k) over Fb be a PC or a QS code with |Γϵ| high-probability information symbols. Let A(n̂, k̂)

with n̂ = k and k̂ = ⌈logb |Γϵ|⌉, be a QS robust code. Then, the upper bound on the overlap value of φIRb
is

¯̄σIRb
=


√
R̄C + 22k̂−k(R̄C − 1) if |Γϵ| > 2

⌊
k
2

⌋
√

3 · R̄C − 2 otherwise.

Example 7. As before, let C be a PC code with k = 16, r = 4 and assume that Γϵ = 400 information symbols may

occur with probability 1− ϵ. Here again, in the worst case scenario we have Q(e) ≥ 1− ϵ. In order to use the binary

Internal Robust mapping we first need to build a smaller robust code A that will have at least 400 codewords. For the

smaller code, we will use a QS binary robust code A(n̂, k̂) with length n̂ = k = 16 and dimension k̂ = ⌈logb |Γϵ|⌉ = 9;

hence, |A| = 512 > 400. The maximal autocorrelation of A is R̄A = 22. Next, define S to be a subset of a A(n̂, k̂),

and map the Γϵ information symbols to S. The maximal overlap σ̄IRb
of this mapping is upper bounded by

√
216−4+1 + 22·9−16(216−4+1 − 1) ≤ 203.

The maximal error masking probability is therefore,

Q̄IRb
≤ P (σ̄IRb

) + ϵ <
σ̄IRb

|Γϵ|
+ ϵ ≤ 203

400
+ ϵ = 0.50 + ϵ.

Note that in this case, the binary Hamming Ball (Const. 4) provides Q̄HBb
≤ 378

400 + ϵ = 0.945 + ϵ.

VIII-D. Comparison of Binary Mappings

The following example shows the relation between the upper bounds on the maximal error masking probability of

Theorem 7, Construction 4 and Construction 6 when the proposed mappings are applied.

Example 8 (Binary mapping comparison). Consider a PC code of dimension k = 16 and r redundancy bits, r = 4, 8, 12.
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Assume that the |Γϵ| most probable words are mapped to a set S, and that

Pr[M = m] =


1− ϵ
|Γϵ|

if m ∈ Γϵ

ϵ

|C| − |Γϵ|
otherwise.

The efficiency of the mapping, i.e. the maximal error masking probabilities that can be achieved by using the suggested

mappings, are shown in Figures 8-10. The X-axis is the size of Γϵ and the Y -axis is Q̄. The ’Worst case’ line represents

a lower bound on worst mapping (Lemma 4). The other lines represent upper bounds on Q̄. The ’Hamming Ball’ line

is the bound presented in Theorem 8, the ’Sufficient condition’ line is the bound presented in Theorem 7, and the

’Internal-Robust’ line is the bound in Corollary 1.
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Fig. 8: Error masking probability of punctured cubic code with k = 16 and r = 4 as a function of |Γϵ|.
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Fig. 9: Error masking probability of punctured cubic code with k = 16 and r = 8 as a function of |Γϵ|.

VIII-E. Experimental Results

An adversary may target any module in the circuit. Some of the attack methods on encryption algorithms [16], [22],

[41] involve attacking the control module of the circuit. Protecting the control module with robust codes increases the

probability of attack failure. The control module operation is modeled as a Finite State Machine (FSM). This section

presents experimental results of applying the binary Hamming Ball mapping on several benchmark FSMs, and assesses

the mapping efficiency in terms of Q̄.
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Fig. 10: Error masking probability of punctured cubic code with k = 16 and r = 12 as a function of |Γϵ|.
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Fig. 11: FSM model. An adversary can attack any part of the state management, marked by the gray area: a) Gate
level in the Combinational part. b) Bus connections. c) State registers.

VIII-E-1. FSM Security Problem

A Finite State Machine (FSM) is a sequential circuit that receives an input and current state and produces an output

with the next state. Each state is associated with a unique binary vector of length k. Using the mapping terminology, the

FSM states are the information symbols, and their binary representation are the information words. Usually, a circuit

engineer designs the behavioral model of the FSM without defining the vectorial representation for each state. Rather,

the representations are given by the Computer-Aided Design (CAD) software; that is, in the design of the FSM, the

mapping function between the states (information symbols) and the binary vectorial representation (information words)

is done by the CAD software. In common practice, the performance of the mapping function is measured in terms of

the resulting implementation cost, power consumption, etc. This section measures the mapping function in terms of

security, by evaluating its maximal error masking probabilities.

An FSM module has two parts: combinational logic which performs the computation, and registers which store

the state of the machine (see Fig. 11). The combinational logic module serves both as the sending module and the

receiving module, while the register block is considered to be part of the channel. See Figure 12 for the modeling of

fault injection on an FSM as error injection. The combinational logic module in Fig. 11 is divided into its sending

side and receiving side in Fig. 12. The adversary may inject any error vector, therefore by denoting e = e1 + e2, the

receiving module sees x̃ = (x + e1) + e2 = x + e which coincides with the attack model used so far (presented in

Section III-C).

During the operation of a circuit, its FSM control module transitions between different logical states. The state

probability of the state m is the ratio between the average number of clock cycles the FSM is in state m, and the
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(a) Fault injection attack on FSM.
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(b) Additive error injection on FSM.

Fig. 12: Fault injection mathematically modeled as error injection on FSM.

total clock cycles. Therefore, the state probability of the state m corresponds to the information symbol probability

Pr[M = m]. In many FSMs the probability distribution of the states is highly non-uniform due to the fact that some

state transitions are more common than others and that some input combinations are invalid and hence cannot occur.

For example, it was observed in [56] that in normal operation of a typical logic control module only a small subset

(72353 out of 2390) of the input vectors was applied for a large percentage of clock cycles and just 32 unique vectors

contributed to about 50% of all the vectors during 703547 cycles. Hence, a robust code intended to detect error injection

on an FSM module, under the assumption that the state probability distribution (and thereby the codeword probability

distribution) is uniform, will perform poorly.

VIII-E-2. Experimental Test Cases

In this section, we demonstrate the efficiency of the binary Sequential Weight (SWb) mapping (Const. 5) on several

LGSynth91 benchmark FSMs [1].

The purpose of an FSM is to control the circuit, by defining the circuit’s operational state. The current state is stored

in the register block (Fig. 11). The register block can update its values once per clock cycle of the circuit; therefore a

state can be changed with every clock cycle of the circuit. An FSM is defined by its state transition rules. An example

of a rule is: if the current state is m1, and the current input is (11) then the next state is m2. See Table VI(a) for an

example of an FSM state transition definition.

The FSM might transition to some states more than others. We want to calculate the probability that the FSM will

be in some state. Obviously, since the next state relies both on the current state and the input, the state probability is

a function of the distribution of the input vectors. The benchmark FSMs define only the state transition rules, without

defining the distribution of the input vectors, just like in Table VI(a). Therefore, in order to calculate a state probability,

we assume, without loss of generality, that the input vectors are uniformly distributed (the actual designer of the circuit

would use the true distribution of the input vectors). Table VI(b) presents the transition probabilities between the two

FSM states, assuming uniform distribution of the input vectors. For example, the probability that the FSM would
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TABLE VI: An example of an FSM.

(a) Two-state FSM, with two-bit input.

Current state Input Next state

m1

(00) m1

(01) m1

(10) m1

(11) m2

m2

(00) m1

(01) m1

(10) m2

(11) m2

(b) State transition probabilities assuming uniformly distributed
input vectors.

Next state

m1 m2

Current
state

m1 0.75 0.25

m2 0.5 0.5

remain in state m1 for one clock cycle is 0.75, and to transition from m1 to m2 is 0.25.

Denote by Pr[M = mi | t] the probability that the FSM is in state mi at clock cycle t. Assume that upon start-up,

the probabilities for both states are equal, i.e., Pr[M = m1 | t = 0] = 0.5 and Pr[M = m2 | t = 0] = 0.5, and that the

distribution of input vectors is uniform. Hence, at clock cycle t = 1, the probability for the FSM to be in state m1

is Pr[M = m1 | t = 1] = 0.625, and at t = 2 it will be Pr[M = m1 | t = 2] = 0.65625. This progression converges

as t → ∞ and reaches a steady state. Therefore we consider the probability that the FSM will be in state mi as the

steady state, i.e.,

Pr[M = mi] = lim
t→∞

Pr[M = mi | t].

Consequently, Pr[M = m1] = 2/3 and Pr[M = m2] = 1/3.

In order to calculate the probability that the FSM will be in state mi, the state transition probability matrix (as in

Tab. VI(b)) can be seen as a discrete-time Markov chain, and used to derive the values upon convergence. The state

probabilities in the benchmark FSMs were calculated using the aforementioned method.

The state probabilities of the FSMs in the benchmark suite are not uniform. As was illustrated in Section V-A, a code

with a small number of high-probability words has a high error masking probability. To estimate the extent to which

the state probabilities are non-uniform, we use the states’ entropy. We regard the set of states as the set of information

symbols M. The entropy of an information source is the average number of bits conveyed by each symbol. Namely,

the entropy of an information source is defined by

H(M) = −
∑
m∈M

Pr[M = m] log2 Pr[M = m]

The entropy of an FSM measures the extent to which the next state is predictable. For example, an FSM that is stuck

in a single state m has a zero entropy, since its next state is fully predictable, and conveys no new information. An

FSM with four states that are uniformly distributed conveys (with each state transition) two bits of information; hence,

its entropy is 2. Entropy characterizes the measure of non-uniformity of state distribution. Higher entropy means more

uniformly distributed states.

Recall that in Section VII-B we showed a lower bound on Q̄ for the worst case mapping φw. However, the mapping

function performed by the CAD software does not have to be the worst mapping. Therefore, we tested random mappings

for each FSM to illustrate the best and average (in terms of Q̄) mapping. The statistics are based on 104 random mapping
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functions.

The experimental results are shown in Table VII. The results in the table show the expected maximal error masking

probability (Qmc) assuming uniform distribution, and the actual maximal error masking probability using the actual

FSM state distribution for different mappings. The columns of the tables are as follows:

• The name of the benchmark appears in the first column.

• The 2nd column shows the number of states |M| used by the FSM.

• The 3rd column shows the number of redundancy bits r tested. The number of redundancy bits was chosen such

that the code rate is greater than one-half.

• Columns 4–5 analyze the code properties assuming a uniform distribution of the FSM states. The 4th column

shows the error masking probability Qmc. The 5th column shows the entropy of the states, where HU = log2 |M|.

• The 6th column shows the actual entropy H = H(M). This was calculated according to the computed probability

distribution of the FSM states.

• The minimal and average values of Q̄ achieved by the random mappings are shown in the 7th and 8th columns

respectively.

• The 9th column shows the error masking probability Q̄w for the worst mapping, given the actual probability

distribution of the FSM states.

• The error masking probability Q̄SWb
for the binary Sequential Weight state assignment is analyzed in the 10th

column.

For example, the ’tma’ FSM has 20 states. A robust code adds to the k = ⌈log2(20)⌉ = 5 information bits r = 3

redundancy bits. If this FMS had a uniform probability distribution of states, its entropy would be HU = 4.32, and its

error masking probability would be Qmc = 0.3. The actual probability distribution of this FSM’s states is not uniform

— its entropy is H = 3.29, in other words, some states are more probable than others. The minimum and average error

masking probabilities attained by a random mapping is min Q̄ = 0.38 and avg Q̄ = 0.55 respectively. The worst-case

mapping results in a maximal error masking probability of Q̄w = 0.91. In contrast, using the binary Sequential Weight

mapping results in maximal error masking probability of Q̄SWb
= 0.51.

The last row in the table shows the average Q̄ over all the tested benchmark FSMs. It is clear that when the states are

uniformly distributed, their entropy is maximal, and hence, their error masking probability is minimal. The average Q̄

in this case equals 0.35. In practice, the states are not uniformly distributed, and hence, as their entropy decreases the

corresponding error masking probability increases. The average worst-case error masking probability Q̄w equals 0.88.

The SWb mapping helps to avoid the worst-case scenario. On average, the resulting error masking probability Q̄SWb

equals 0.67. However, as shown in the table, the SWb mapping does not provide the best error masking probability

since the average of min Q̄ over 104 random mappings for each benchmark FSM is 0.62.

VIII-F. Concluding Remarks

In this chapter we simplified the codeword distribution function model in order to clearly present the remapping

concept. The distribution was limited to a simple step function representing equiprobable high-probability codewords,

and equiprobable low-probability codewords. The mapping idea was then tested on real FSMs, in which the distribution
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TABLE VII: Benchmark FSMs - state distribution and masking probabilities

Uniform Actual Distribution

Filename |M| r HU Qmc H
Random mapping

Q̄w Q̄SWbmin Q̄ avg Q̄

dk16 27 3 4.75 0.3 4.56 0.29 0.36 0.49 0.34
donfile 24 2 4.58 0.5 4.58 0.5 0.57 0.67 0.5
ex1 20 3 4.32 0.3 3.13 0.4 0.57 0.94 0.51
keyb 19 3 4.25 0.32 1.08 0.89 0.92 1 0.89
planet 48 2 5.58 0.5 5.19 0.52 0.61 0.91 0.55
pma 24 3 4.58 0.33 3.45 0.34 0.51 0.87 0.45
s1 20 2 4.32 0.6 3.86 0.51 0.65 0.96 0.63
s1488 48 3 5.58 0.33 1.12 0.91 0.95 1 0.96
s1494 48 3 5.58 0.33 1.12 0.91 0.95 1 0.96
s1a 20 3 4.32 0.3 3.86 0.32 0.46 0.75 0.43
s208 18 4 4.17 0.33 1.08 0.94 0.97 1 0.99
s510 47 3 5.55 0.34 5.39 0.29 0.35 0.53 0.29
s820 25 3 4.64 0.32 1.49 0.85 0.89 1 0.86
s832 25 3 4.64 0.32 1.49 0.85 0.89 1 0.86
sand 32 2 5 0.5 4.48 0.5 0.6 0.84 0.52
scf 121 4 6.92 0.13 2.04 0.75 0.82 1 0.89
styr 30 3 4.91 0.27 1.83 0.81 0.85 0.98 0.84
tbk 32 3 5 0.25 2.42 0.8 0.83 0.9 0.8
tma 20 3 4.32 0.3 3.29 0.38 0.55 0.91 0.51

Average 0.35 0.62 0.7 0.88 0.67

function is not a simple step function, and it was shown that remapping helps avoid the worst case mapping, and

generally is better than no mapping (which was assumed to be random mapping). In the following chapter we broaden

the discussion to a general distribution function.
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IX. NON-BINARY ROBUST CODES WITH NON-UNIFORM DISTRIBUTIONS OF CODEWORDS

In the previous chapter, the distribution of information symbols was limited to a simple step function. In this chapter

we broaden the discussion to an arbitrary distribution function. Previously, by restricting the discussion to a step

function we simplified three issues: a) all possible information words were used; b) the high-probability information

symbols set was obvious and its size was known; and c) the high-probability information symbols were equiprobable.

These simplifications provided the exact number of information symbols to remap so as to minimize Q(e), and enabled

a direct calculation of Q̄. In this chapter, however, using an arbitrary distribution function, the definition of the high-

probability information symbols set is less straightforward. This is especially true when the optimal remapping sizes

of each mapping technique are different. The task of minimizing Q̄ requires a more detailed way of choosing the

high-probability information symbol set, and comparing the remapping functions’ security yield.

The previous chapter discussed the PC and QS robust codes over the binary field Fb. In this chapter we broaden the

discussion to PQ and QS codes over non-binary fields Fq . To simplify presentation, the non-binary fields are referred

to as q-ary fields, where q is a power of an odd prime.

This chapter begins with a description of of the ways in which mapping functions can be designed and compared

for an arbitrary and unknown PMF of information symbols. Next, three mapping functions for codes over the q-ary

field are presented, and practical aspects of choosing the number of high-probability information words is discussed.

The chapter ends with a comparison of the proposed mapping functions for two PMFs.

IX-A. Step Probability Function vs. Arbitrary Probability Function

In the previous chapter the PMF was assumed to be a step function, and hence had a set of low-probability information

symbols, with a known cumulative negligible probability ϵ. In this chapter we consider an arbitrary (non-uniform)

PMF, and assume that there are low-probability information symbols, whose cumulative probability is some negligible

ϵ. The value of ϵ determines the size of |Γϵ| = |S|, which in turn affects σ̄φ. Therefore, to minimize Q̄, given a

mapping function φ, one needs to go over all values of ϵ, as the following property states:

Property 3. Let ϵ ≥ 0, and φ a mapping function. The maximal error masking probability, Q̄, for φ is upper bounded

by

Q̄ ≤ min
0≤ϵ≤1

(P (σ̄φ) + ϵ) . (17)

Prop. 3 shows an upper bound for Q̄ using the PMF of the computation channel and the mapping function φ. Note

that the minimum is not always achieved when ϵ is zero (as will be shown in Example 14). The range of ϵ in Eq. (17)

can be confined to 1 − P (R̄) ≤ ϵ ≤ 1, since ϵ < 1 − P (R̄) leads to |Γϵ| > R̄. Figure 13 illustrates a general PFM,

where the components of the upper bound of Q̄ (Eq. (17)) are marked as gray areas. The relations of the X-axis labels

are: σ̄φ ≤ |Γϵ| ≤ R̄ < |C| ≤ ρk.

If the PMF is known, and the best value for ϵ is fixed, only the mapping function affects the Q̄: this was the approach in

the previous chapter. In this chapter the PMF and ϵ are unknown; however, we still want to design mapping functions,

and compare their security capabilities. This can be accomplished by fixing |Γϵ|. Figure 14 illustrates the relation
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Fig. 13: A general PMF, sorted by probability. The X-axis represents the information symbol index.

between the expressions used in the design process of a mapping function, and the analysis starting points of this and

the previous chapter.

��� �|�
�
|�

�� �

�

|�|�

�������

���� ��

����������������	�
�����

��������������

����������������	�
�����

������������

��������	���������	��

����	��	��������

��������	��������

����	��	��������

Fig. 14: Schematic relation of expressions used in designing a mapping function to optimize Q̄.

IX-B. How to compare mapping functions

The maximal error masking probability, Q̄, depends on both the PMF and the mapping function (Eq. (17)). A

mapping function does not depend on the PMF, but rather on the number of information symbols that need to be

remapped. Since the PMF is unknown, the best ϵ is undefinable. However, if ϵ is assumed to be fixed to some value,

then given any PMF, the size of |Γϵ| is also fixed. Therefore, mapping functions can be designed to remap a certain

number of high-probability information symbols, and their security performance can be compared in terms of their

maximal overlap value, σ̄. For each value of |Γϵ| the mapping function with the smallest overlap will have the smallest

Q̄. Using this approach, Eq. (17) can be written as

Q̄ ≤ min
1≤|Γϵ|≤|M|

(
P (σ̄φ) +

[
1− P (|Γϵ|)

])
. (18)

IX-C. Non-Binary Hamming Ball Mapping

The binary version of the Hamming ball set has coefficients over the binary field Fb; i.e., 0 and 1. Therefore an

element in the binary Hamming ball set can either have a base vector vi ∈ Fkb in its linear combination or not. The

q-ary Hamming ball set is defined similarly to the binary version; however, in the q-ary field Fq , the coefficients can

have values of 0 . . . q − 1. Therefore an element in the q-ary Hamming ball set can have different multiples of a base

vector vi ∈ Fkq . The definition is therefore divided into two parts, a full Hamming ball set that uses all values of Fq ,

and a punctured Hamming ball set that uses some values of Fq . We define a full q-ary Hamming ball set as follows:
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Definition 4. Let {vi}ui=1 ⊂ Fkq be an arbitrary set of u linearly independent vectors, u ≤ k. A full q-ary Hamming

ball of dimension u and radius ω is a set (or a coset of a set) that consists of the vectors{
u∑
i=1

aivi

∣∣∣∣∣ a = (au, . . . a1), ai ∈ Fq, wtH(a) ≤ ω

}
.

The Hamming weight wtH(a) of a vector over a q-ary field Fuq is defined as the number of non-zero components of a.

A punctured q-ary Hamming ball is a subset of the full q-ary Hamming ball defined by:

Definition 5. Let {vi}ui=1 ⊂ Fkq be an arbitrary set of u linearly independent vectors. Let L ⊆ Fq \ {0} be a subset

of size l. A punctured Hamming ball B(u,ω,l)
q ⊆ Fkq is a set (or a coset of a set) defined by:

B(u,ω,l)
q =

{
u∑
i=1

aivi

∣∣∣∣∣ a = (au, . . . a1), ai ∈ L ∪ {0}, wtH(a) ≤ ω

}
.

Note that the size of B(u,ω,l)
q is

∑ω
j=0

(
u
j

)
lj . As in the binary case, the set B(u,ω,l)

q also depends on the set of

linearly independent vectors vi, which is omitted here for notational simplicity.

Construction 7 (Hamming Ball q-ary (HBq) mapping). Let C be a PQ or a QS code, with k ≥ r. Let Γϵ be the

smallest set of high-probability vectors as defined in (13). Find l, ω such that |B(k,ω,l)
q | ≥ |Γϵ| and |B(k−r,ω,l)

q | is

minimal. Let S ⊆ B(k,ω,l)
q and |S| = |Γϵ|. Denote by φHBq

the mapping function from Γϵ to the image set S.

Note that the mapping presented in Ex. 3 is a q-ary Hamming ball mapping with l = 1, ω = 1 with v1 = (12) and

v2 = (20).

Theorem 10. The mapping φHBq
provides a maximal overlap value σ̄HBq

that is upper bounded by

σ̄HBq
≤ ¯̄σHBq

=
ω∑
j=0

(
k − r
j

)
lj =

∣∣∣B(k−r,ω,l)
q

∣∣∣ . (19)

The proof of Theorem 10 is omitted, since the proof of the binary case (Theorem 8) can be easily extended to a

q-ary field.

This chapter deals with any PMF. However, to simplify the examples presenting the mapping construction, we

assume that the PMF has equiprobable high-probability information symbols.

Example 9. Let q = 5, k = 16 and r = 4. Assume that |Γϵ| = 3 · 104 information symbols (out of the 516 possible

combinations) are equiprobable and have a cumulative probability of 1− ϵ, for some negligible ϵ. Since for a PQ code,

R̄ = 5k−r = 512 > 3 · 104,

in the worst case scenario, there may be an error that will be masked with a probability greater than 1− ϵ.

There are several l, ω pairs for which |B(16,l,ω)
q | ≥ |Γϵ|:

l = 2, ω = 4 =⇒ |B(16,2,4)
q | = 34113, ¯̄σHBq

= 9969,

l = 4, ω = 3 =⇒ |B(16,4,3)
q | = 37825, ¯̄σHBq

= 15185,

l = 1, ω = 8 =⇒ |B(16,1,8)
q | = 39203, ¯̄σHBq

= 3797.
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The l = 1, ω = 8 pair leads to the minimal ¯̄σHBq
; therefore, by mapping these equiprobable 3 · 104 m’s to a set

S ⊂ B(16,1,8)
q , the maximal error masking probability (Eq. (17)) can be reduced to

Q̄ ≤ P (σ̄HBq
) + ϵ ≤ 3797

3 · 104
+ ϵ ≤ 0.13 + ϵ.

IX-D. Non-Binary Sequential Weight mapping

The binary Sequential Weight mapping (Const. 5) can be extended to the q-ary fields. From Property 2, the q-ary

Sequential Weight mapping can be derived for |Γϵ| > 1. In what follows we refer to the elements of Fq \{0} as powers

of a primitive element α, and for a vector a = (ak, . . . a1) ∈ Fkq define

maxlog(a) , max
i,ai ̸=0

logα ai where ai ∈ Fq.

Construction 8 (Sequential Weight q-ary (SWq) mapping ). Let C(n, k) over Fq be a PQ or a QS code, with k ≥ r.

Let Pr[M = mi] ≥ Pr[M = mi+1] where mi ∈M for 1 ≤ i ≤ |M|− 1, and an ordered list S. Construct list S, and

assign the mapping pairs using the following algorithm:

1 Append 0 to S;
2 for l′ ← 0 to q − 2 do
3 for ω′ ← 1 to k do
4 append to S the set

{
a
∣∣ a ∈ Fkq , maxlog(a) = l′, wtH(a) = ω′};

5 end
6 end
7 for i← 1 to |M| do
8 assign φSWq

(mi) := S[i];
9 end

where the order of elements in the appended set, at line 4, is arbitrary.

Note that for q = 2 (i.e. the binary field) the algorithm coincides with the binary Sequential Weight mapping

(Const. 5).

Const. 8 provides a mapping not only for the high-probability information symbols, but for all the information

symbols; i.e., for Γϵ=0. For the maximal overlap value calculation, we can limit the number of remapped information

symbols to |Γϵ| = min(R̄, |Γ0|). In order to calculate the maximal overlap, one should consider the values reached by

the loop counters l′, ω′ used to create the mapping for |Γϵ| high-probability vectors, that is, to find what the values of

l′, ω′ were when |S| ≥ |Γϵ| (at line 4) for the first time. The following theorem provides the maximal overlap attained

by the SWq mapping, when remapping |Γϵ| information symbols.

Theorem 11. Let |Γϵ| be the number of remapped information symbols. The mapping φSWq
provides a maximal overlap

value σ̄SWq
that is upper bounded by

¯̄σSWq
= (l + 1)k−r +

ω∑
j=1

(
k − r
j

)(
(l + 1)j − lj

)
, (20)

where l satisfies

(l + 1)k < |Γϵ| ≤ (l + 2)k,
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and ω is minimal such that

(l + 1)k +
ω∑
j=1

(
k

j

)(
(l + 1)j − lj

)
≥ |Γϵ|.

The values reached by the l′, ω′ counters while creating the first |Γϵ| elements of S are exactly the values l, ω that

satisfy the conditions of Th. 11. The proof of Th. 11 is based on counting the number of linear combinations of any

specific k − r vectors, in the set S.

Example 10. Let q = 5, k = 10 and r = 4. Assume that |Γϵ| = 2000 information symbols (out of the 510 possible

combinations) have a cumulative probability of 1− ϵ, for some negligible ϵ. Since for a PQ code,

R̄ = 5k−r = 56 > 2000,

in the worst case scenario, there may be an error that will be masked with a probability greater than 1− ϵ.

Using the φHBq
mapping (with optimal l = 2, ω = 4) would result in ¯̄σHBq

= 473. Using the φSWq
mapping (with

l = 1, ω = 3) would result in ¯̄σSWq
= 255. Clearly, in this scenario the φSWq

mapping outperforms φHBq
.

IX-E. Non-Binary Robust-code based mapping

The binary Robust-code based mapping can be easily extended to the q-ary field.

Construction 9 (Internal-Robust q-ary (IRq) mapping). Let C(n, k) over Fq be a PQ or a QS code, with k > r. Let

Γϵ be a set of high-probability vectors of C. Let A be a binary robust code of length n̂ = k, and size |A| ≥ |Γϵ|. Let

S ⊆ A, |S| = |Γϵ|. Denote by φIRq
the mapping function from Γϵ to the image set S.

Theorem 9 states the upper bound on the maximal overlap of the binary Internal-Robust mapping. However, it is not

limited to the binary field, and is valid in q-ary fields as well. Therefore the maximal overlap of the q-ary IR mapping

is (Eq. (16))

¯̄σIRq
=

√
R̄C(1 + R̄A)− R̄A.

Code A used in Construction 9 may be any robust code. If A(n̂, k̂) is a PQ or a QS q-ary robust code, over Fq (the

same field as C), its maximal autocorrelation is (using Table V)

R̄A =


qk̂−(n̂−k̂) if k̂ > n̂− k̂

1 otherwise.

Therefore, by using a PQ or QS code A(n̂, k̂), where k̂ ≥
⌈
logq |Γϵ|

⌉
and n̂ = k, with k as the dimension of the code

C, the following corollary can be derived:

Corollary 2. Let C(n, k) over Fq be a PQ or a QS code with |Γϵ| high-probability information symbols. Let A(n̂, k̂)

with n̂ = k and k̂ =
⌈
logq |Γϵ|

⌉
, be a PQ or QS robust code. Then, the upper bound on the overlap value of φIRq

is

¯̄σIRq
=


√
qk−r + q2k̂−k(qk−r − 1) if |Γϵ| > q

⌊
k
2

⌋
√

2qk−r − 1 otherwise.
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TABLE VIII: ¯̄σ
SWq

values for the example in Section IX-F.

Range
number l′ + 1 w′ |Γϵ| range ¯̄σ

SWq

I 1 4 177 . . . 386 163
II 1 5 387 . . . 638 219
III 1 6 639 . . . 848 247
IV 1 7 849 . . . 968 255
V 1 8 969 . . . 1013 256

Example 11. Let q = 5, k = 10 and r = 4. Assume that |Γϵ| = 3000 information symbols (out of the 510 possible

combinations) have a cumulative probability of 1 − ϵ, for some negligible ϵ. Here again, in the worst case scenario,

there may be an error that will be masked with a probability greater than 1− ϵ. Construct a PQ (or QS) code A(n̂, k̂)

with length n̂ = k = 10 and dimension k̂ =
⌈
logq |Γϵ|

⌉
= 5. Define S to be a subset of A. Then,

¯̄σ
IRq

=
√
2qk−r − 1 =

√
31249 < 177

The φHBq
mapping would result in ¯̄σHBq

= 473, and the φSWq
mapping would result in ¯̄σSWq

= 480. Clearly, in this

scenario, φIRq
outperforms the previous mappings.

IX-F. Practical aspects of using the bounds

The proposed mappings provide, ¯̄σ, an upper bound on the overlap value. The upper bounds for the binary and q-ary

mappings (Equations (15), (16), (19), (20)) depend on the number of high-probability information symbols |Γϵ|.

Table VIII shows several values of |Γϵ| and ¯̄σSWq
(the upper bound on the overlap value of the q-ary Sequential

Weight mapping) for a C(12, 10) PQ code over F5. Note that the values of ¯̄σSWq
are not consecutive, e.g., Sequential

Weight mapping designed for |Γϵ| = 386 will have ¯̄σSWq
= 163, and the same mapping designed for |Γϵ| = 386 + 1

will have ¯̄σSWq
= 219; a single additional information symbol to remap results in an increase of 56 to the upper bound

of the overlap. This behavior can be mitigated. Given a value of |Γϵ| that falls within a certain range, there are three

approaches to building the image set S:

1) Build set S using a range whose parameters encompass |Γϵ|.

2) Build set S using the parameters of a smaller range than the one that |Γϵ| falls within, and then add arbitrary

information words to S, up to the required |Γϵ|.

3) Try both approaches, and choose whichever results in a lower value of ¯̄σ.

For example, if |Γϵ| = 387 information symbols occur with a high probability, the first approach would use the

parameters of Range II, which result in ¯̄σSWq
= 219. The second approach would use the parameters of Range I,

which creates a mapping for 386 words, and then add one arbitrary information word. In the worst case, the additional

information word will contribute to the overlap; hence, the second approach would result in ¯̄σSWq
= 163 + 1. In

this example the second approach results in a tighter upper bound. Generally, for any |Γϵ|, the third approach results

in the tightest bound of the three. The results provided in the mapping examples for the binary and q-ary codes

(Ex. 6, 7, 9, 10, 11) assumed the first approach.
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Fig. 15: Maximal overlap ¯̄σ divided by |S|, as a function of |S|, for a PQ code with q=5, k=10, r=2.

IX-G. Case Studies

A mapping function does not depend on the PMF, but rather on the number of information symbols that need to be

remapped. Therefore the mapping functions in this chapter were constructed to remap a a certain number of |Γϵ|. For

some value of |Γϵ|, the maximal overlap σ̄ of each mapping function can be computed. The mapping with the lowest

overlap will also have the smallest Q̄ for that specific value of |Γϵ|. However, since |Γϵ| and ϵ are dependent, in order

to find the smallest Q̄, all values of |Γϵ| need to be tested, as can be seen from Eq. 18,

Q̄ ≤ min
1≤|Γϵ|≤|M|

(
P (σ̄φ) +

[
1− P (|Γϵ|)

])
.

This section compares the mapping presented in this chapter. The first example examines the efficiency of the upper

bounds on the overlap values as a function of the size of S (recall that |S| = |Γϵ|). The second and third examples

study the upper bounds on the maximal error masking probability for two PMFs. These bounds on Q̄ are a function

of the PMF, the mappings and ϵ.

Here we use the third approach to calculate the upper bound on the maximal overlap size, which was discussed in

Section IX-F, to ensure that ¯̄σ ≤ |S|.

Example 12 (Fig. 15–17). Consider a PQ code over F5 with dimension k = 10 and r redundancy bits, r = 2, 3, 4.

The efficiency of the q-ary constructions is shown in Figures 15–17. The X-axis is the size of |S| and the Y -axis is

the ratio between the upper bound on the maximal overlap size, ¯̄σ, and |S|, for each mapping. The X-axis shows |S|

values in the range 1 < |S| ≤ R̄; for |S| > R̄ any error can be detected with a non-zero probability.

Given the size of S, a mapping with a lower σ̄/|S| ratio has a smaller (better) maximal overlap. Note that for the

worst mapping, φw, all the |S| high-probability information symbols are mapped to a subset of some X(e), i.e.

φw(Γϵ) = S ⊆ X(e), and hence its maximal overlap is σ̄w = |S|.

If the |S| most probable information symbols are equiprobable, then Figures 15–17 also represent the maximal error

masking probability achieved by each mapping.

The goal in remapping is to reduce the maximal error masking probability Q̄. Once a mapping is chosen, Equation (17)

provides the upper bound on Q̄, based on the probability mass function of the information symbols. The following
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Fig. 16: Maximal overlap ¯̄σ divided by |S|, as a function of |S|, for a PQ code with q=5, k=10, r=3.
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Fig. 17: Maximal overlap ¯̄σ divided by |S|, as a function of |S|, for a PQ code with q=5, k=10, r=4.

examples present possible PMFs and the upper bound on the Q̄ obtained by applying the mapping functions.

The robust code used in these examples is a PQ code over F3 with dimension k = 5 and r = 1 redundancy digits.

The efficiency of the three mappings in terms of the overlap value is shown in Figure 18. Note that the minimal ¯̄σ/|Γϵ|

ratio of the mappings is reached at |Γϵ| = 32.
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|S|  = 32
σ / |S| = 0.5

Fig. 18: Maximal overlap ¯̄σ divided by |S|, as a function of |S|, for a PQ code with q=3, k=5, r=1.
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Example 13 (Fig. 19). Consider a PMF given by p(mi) = α1f1

(
i

|M|

)
, for 1 ≤ i ≤ |M|, where f1(x) = (5000x4 + 5)−1,

and α1 is a normalization factor chosen so that
∑|M|
i=1 p(mi) = 1.

Figures 19(a), 19(b) show the PMF and the upper bound on the Q̄ for a range of |Γϵ| sizes, respectively. Note that

the minimal Q̄ = 0.7 is reached at |Γϵ| = 32, just like the minimal ¯̄σ/|Γϵ| ratio in Figure 18.
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Fig. 19: A q=3, k=5, r=1 computational channel, using the probability generating function f1.

One would assume that the minimal ¯̄σ/|Γϵ| ratio would always lead to a better (lower) error masking probability.

However, the following example shows that the best |Γϵ| size, in terms of error masking probability, should consider

the PMF of the channel.

Example 14 (Fig. 20). Consider a PMF given by p(mi) = α2f2

(
i

|M|

)
, for 1 ≤ i ≤ |M|, where f2(x) = (5000x4 +

50)−1 and α2 is a normalization factor chosen so that
∑|M|
i=1 p(mi) = 1.

Figures 20(a), 20(b) show the PMF and the upper bound on the Q̄ respectively, for a range of |Γϵ| sizes. Note that

in contrast to Example 13, the minimal Q̄ = 0.72 is reached at |Γϵ| = 67, and not at |Γϵ| = 32.

    
     

     

     

     

     
x 10−2

i [information symbol number]

P
r 

[ M
 =

 m
 i ]

 

30 33 R |C|
0

0.30

0.59

0.89

1.19

(a) PMF.

     
    

    

    

    

    

    

    

    

|Γε|

Q

 

 

 

30 31 32 33 34
0.4

0.5

0.6

0.7

0.8

0.9

1.0

1.1

Hamming Ball
Sequential Weight
Internal−Robust
Worst case

|Γε|  = 67

Q = 0.72

(b) Upper bound on Q̄ obtained by applying the mapping func-
tions.

Fig. 20: A q=3, k=5, r=1 computational channel, using the probability generating function f2
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X. SUMMARY AND CONCLUSION

Cryptography is at the core of everyday life, and smartcards are widely used to perform cryptographic operations.

Modern crypto algorithms are designed such that the only secret information during an operation is the secret key.

Cryptographic algorithms implemented on smartcards are proven to be secure assuming a black box model in which an

adversary cannot observe or affect an ongoing operation. In real life however, the adversary can use side channels to

actively attack a smartcard by creating (or injecting) faults, causing errors in the functionality of its electronic circuit.

One countermeasure against error injection attacks is robust codes. A robust code detects all non-zero errors with a

non-zero probability. A fault injected into an electronic module causes errors on its output channel. If the erroneous

output is not detected as such in the receiving module, the error is said to be undetected (or masked). The error

detection ability of a robust code relies on the fact that for each error there is at least one codeword that will detect it.

Previous works on robust codes assumed the uniform distribution appearance of the codewords on the output channel

in order to detect errors with high probability. However, if the codeword distribution is not uniform, some errors will

be masked with high probability, or never detected, in the worst case. This work addressed this gap by adapting the

existing systematic high-rate robust codes to channels with non-uniform distribution of codewords.

The set of information words that mask an error e is called an error masking set, X(e). If the information words

that are likely to be used all belong to the same X(e), the error e is masked with high probability. This work proposed

to remap the high-probability information words to a new vectorial representation, such that the new representations

are not a subset of any single X(e). The analysis of the Punctured Cubic code, the Punctured Quadratic code and the

Quadratic Sum code revealed that the error masking sets of these codes are either subspaces, cosets of these subspaces

or empty sets. Using this property it was shown that in order to avoid high error masking probability the new vectorial

representation set should be a non-linear set.

Several mapping mappings were presented that upper-bound the number of high-probability codewords that mask

each error. The usage of mapping functions does not harm the code rate, and requires little hardware overhead, meaning

that the error detection ability can be increased at little cost.

Experimental results were presented, where several LGSynth91 benchmark Finite State Machines (FSM) were

examined. The benchmark FMSs have a non-uniform state probability distribution. A robust code was applied to

the FSMs, with several mapping approaches. It was shown that if the true codeword distribution is ignored, and is

assumed to be uniform while applying a robust code, the average of the worst-case error masking probabilities is

Q̄w = 0.88. By contrast, if the state probabilities are taken into account, and a mapping function is used, the average

error masking probability is Q̄SWb
= 0.67.

A general method of comparing mapping functions for an arbitrary and unknown probability mass function (PMF)

was shown. The method measures the maximal overlap σ̄ of the remapped set S with each error masking set. If

mapping functions are designed to remap |Γϵ| high-probability words, the mapping with the smallest overlap also has

the smallest error masking probability. This property can be used to develop a mapping function for a certain number

of high-probability words, without actually knowing their probabilities. The proposed mapping functions were analyzed

using this method. It was shown that each mapping is best (in terms of maximal overlap) for some ranges of |Γϵ|.
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APPENDIX A

TABLE OF SYMBOLS AND ACRONYMS

Symbol Description

CAD Computer aided design.
FSM Finite state machine.

HB Hamming Ball construction. The HBb and HBq variants represent the binary and q-ary cases.
IR Internal-Robust construction. The IRb and IRq variants represent the binary and q-ary cases.
PC Punctured Cubic. A robust code.

PMF Probability mass function.
PQ Punctured Quadratic. A robust code.
QS Quadratic Sum. A robust code.
SW Sequential Weight construction. The SWb and SWq variants represent the binary and q-ary cases.
b The number 2. Used to represent the number of elements in a binary finite field.
c A codeword.

c(x)
A function from a information word x to its codeword representation c. In a systematic code given by
(x,w(x)).

e An additive error.

ex
The first k digits or the error vector e. Represents the error on the information word part x of a
systematic codeword.

ew
The last r digits or the error vector e. Represents the error on the redundancy part w(x) or a
systematic codeword.

k Length of the information word part of a codeword.
m An information symbol.
n Length of a codeword.

p(x) The probability of an information word x to be transmitted.
q A power of an odd prime. Used to represent the number of elements in a non-binary finite field.
r Length of the redundancy part of a codeword.

w(x) A function whose value are the redundancy digits for the information word x.
wtH(a) The Hamming weight of the vector a. Defined as the number of non-zero components of a.

x An information word.
C A code. Represents a set of codewords.

C(n, k) A code in which all codewords are of length n, and have k digits that represent the information word.
Ea The set of errors that are detected by all codewords.
Es The set of errors that are detected by some codewords.

F
A finite field. The Fb and Fq variants denote the binary and the q-ary finite fields, respectively. Fρ
denotes both the binary and the q-ary finite fields.

Fn A vector space, with vectors on length n, over the field F.
Kd Kernel of the code. The set of errors that are never detected.
M The set of information symbols.

P (j) The cumulative probability of the j information words which are most likely to be used.
Q(e) Error masking probability. The probability that an injected error e will be undetected.

Q̄, ¯̄Q
The maximal error masking probability, and the upper bound on the maximal error masking probability
respectively.

Qmc Maximal error masking probability of a code, assuming uniform distribution of all possible codewords.
RC(τ) Autocorrelation of a code C at point τ .

R̄ The maximal autocorrelation of a code.
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Symbol Description

S The image of a mapping function φ for the high-probability information symbols set Γϵ.
X(e) The error masking set — the set of information words, whose codewords mask the error e.
δC(z) A characteristic function of the code C.

ϵ A negligible number. Used to represent a negligible probability.
ρ Either the number 2 or a power of an odd prime.

σ(e)
The size of the overlap between the sets S and X(e), for an error e. A subscript indicates a specific
construction.

σ̄, ¯̄σ The maximal overlap over all non-zero errors and the upper bound on the maximal overlap, respectively.

φ(m)
A mapping function from an information symbol m to an information word. A subscript indicates a
specific construction.

φw The worst mapping function. A mapping function that results with maximal error masking probability.
Γϵ The smallest set of high-probability information symbols, whose cumulative probability is at least 1− ϵ.

Λ
Puncturing matrix. Used in the Punctured Cubic and Punctured Quadratic codes. The Λb, Λq variants
denote the field of the matrix elements.
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XIתקציר עברי . 

מכילים מידע פרטי וסודי. מידע זה מוגן ע"י אלגוריתמים קריפטוגרפיים  (Smart cardsכרטיסים חכמים )

אינו יכול להתערב בביצוע שיריב קרי,  ,הממומשים בחומרה. אלגוריתמים אלו מגינים על המידע מפני יריב מוגבל

יכול לבצע היריב מים אלו אינם מספקים כל הגנה מפני לגוריתאולם אהאלגוריתם עצמו, אלא רק לשלוט בערכי הקלט. 

ת את התכונות ומנצל. התקפות ערוץ צדדי (, כדוגמאת הזרקת כשליםSide channel attacksצדדי ) ץהתקפות ערו

 אופן תפקודו עם וללא נוכחות כשל.מלדלות אינפורמציה  של הרכיב הקריפטוגרפי כדית ורוניטהפיסיקליות והאלק

להתייחס להתקפה  מקובללכן  גיאה בפלט של המודול.ש יכול ליצור מוזרק למודול של רכיב אלקטורניכשל ה

 -לא התגלתה )מוסכה  הינו שגוי, אזי השגיאה שהקלטאם המודול הקולט אינו מזהה  הזרקת שגיאות.התקפה ע"י כ

Masked .) קודים נפוצים לגילוי שגיאות הם  שגיאות.אחת הדרכים לזיהוי הזרקת שגיאות היא שימוש בקודים לגילוי

קטן. אנו מניחים שהתוקף יכול  לטקאולם אלו יעילים כאשר מספר )ריבוי( השגיאות שנפלו בליניארים, הקודים ה

 מסוג זה. ילים כנגד התקפותיעולכן קודים לינאריים אינם  ,להזריק שגיאה בריבוי כלשהו

-Security נקראיםריבוי כלשהו כנסו בזדון, כלומר שגיאות מבעלי מבנה המאפשר לגלות שגיאות שהוקודים 

oriented codes . קודנקרא  כל שגיאה בהסתברות גדולה מאפס מגלההקוד ( רובאסטיRobust code.)  יכולת הגילוי

רובאסטים הקודים כל ה גורמת לשגיאה להתגלות.השל קוד רובאסטי מסתמכת על כך שלכל שגיאה ישנה מילת קוד 

תוכננו מבלי להתייחס להסתברות השימוש בכל מילת קוד. במילים אחרות, בבסיסם עומדת ההנחה כיום ידועים ה

אכן עומדים בהגדרת שהוצעו הקודים  ,תחת הנחה זו סברות שווה.כי כל מילת קוד משודרת בהתהסמויה 

של שגיאות מסוימות יכולה הסתברות המיסוך אזי התפלגות שידור המילים אינה אחידה, רובאסטיות. ברם, אם ה

רובאסטים הקודים העוסקת בהתאמת  . עבודה זותגלותלהלא ש שגיאות עלולותחלק מהלהיות גבוהה, ובמקרי קצה 

 קיימים לערוצים בהם המילים אינן משודרות בהתפלגות אחידה.ה

 שגיאה, ומסומנתצת מיסוך נקראת קבו  ת שגיאה והממסכהמתאימות למילות הקוד קבוצת מילות האינפורמציה 

כלשהו, אזי  ( ) קבוצה של -היא תתמילות האינפורמציה המופיעות בהסתברות גבוהה קבוצת . אם ( )  ידי-על

 תמוסך בהסתברות גבוהה.  שגיאה 

אינפורמציה המופיעות בהסתברות גבוהה, כך הים לשנות את הייצוג הוקטורי של מילות עבעבודה זו אנו מצי

בוצע ניתוח של מבנה  ,לצורך כך .( )  -אחת מקבוצות ה של אף וצהקב-לא תהווה תת השקבוצת הייצוג החדש

 ,Punctured Cubic, Punctured Quadraticהטובים ביותר הידועים כיום:קודים ה תקבוצות המיסוך של שלוש

Quadratic Sum.קבוצות המיסוך ניתוח  . קודים רובאסטים אלו מתאפיינים בקצב גבוה ובהסתברות מיסוך מינימלית



 ב
 

מפתח זו -המרחבים או קבוצות ריקות. תכונת-( של תתcosetsמחלקות )מרחבים, -הקודים הראה שהן תתשל 

ידי מילה אחת המופיעה -חדשות המבטיחות שכל שגיאה תתגלה לפחות על מאפשרת לבנות קבוצות ייצוג

 י מהייצוג הישן לחדש.פונקציית מיפוידי -צוג הווקטורי מיושם עלישינוי הי בהסתברות גבוהה.

מתוך יאה ממסכות כל שגאשר חוסמות מלעיל את מספר המילים אשר עבודה זו מציגה שלוש פונקציות מיפוי 

כמו כן, מוצגת שיטה  .ובכך מבטיחות את מספר המילים שיגלו כל שגיאההמילים המופיעות בהסתברות גבוהה, 

 הן מיושמות. םללא תלות בערוצים בהכללית להשוואת הביצועים של פונקציות מיפוי כלשהן, 

 כאבני בוחן ות( המשמשFinite State Machineאחת מפונקציות המיפוי נוסתה על סדרה של מכונות מצבים )

(Benchmark .בתחום האלקטרוניקה ) .ממחיש בברור את הניסוי התפלגות המצבים במכונות שנבחנו אינה אחידה

 גיאה ע"י יישום פונקציית המיפוי.השיפור שניתן לקבל בהסתברות גילוי הש



 

 

 

 

 

 

 

 

 

 

 קרן אסנת ר"ד של בהדרכתה נעשתה זו עבודה

 .אילן-בר אוניברסיטת של להנדסה הפקולטהמן 

  



 

 

 

 אילן-אוניברסיטת בר
 

 

קידוד מונחה בטיחות של קודים רובאסטים 

 עבור פילוג לא אחיד של מילות קוד
 

 

 איגור שומסקי
 

 

 מוסמך תואר קבלת לשם מהדרישות כחלק מוגשת זו עבודה

 אילן-בר אוניברסיטת של להנדסה בפקולטה

 

 תשע"ד רמת גן, ישראל
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