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A Privacy Preserving Distributed System for
Epidemiological Spread Monitoring

Amir Leshem

Abstract

We propose an alternative epidemic monitoring system based on low power short range wireless communication.
Using short range wireless communications, reduces the amount of false positive quarantine notification compared to
GPS and cellular based location. The implementation of this system can be done either using a dedicated application
which obtains user agreement or by implementing it into the operating system as a feature similar to phone tracking.
Rapid deployment of the proposed technology can have significant impact on the success of partial lock-down and
online epidemic monitoring.

I. INTRODUCTION

Using technological means to track the pandemic spread is a crucial factor in allowing the people throughout
the world to return to normal life while containing the spread of the pandemic and flattening the infection curve.
We present a system and method for controlling the spread of epidemic using technological means. Currently there
are multiple location based systems for warning people of possible infections. The main drawback of these systems
is the 100m RMS error of the GPS system (¿10m for A-GPS) as well as the limited indoor accuracy. Assisting
these systems by cellular association with base station also provides limited accuracy. Indeed, recently there have
been multiple reports of false alarms, where people were required to quarantine at a time they were safely sleeping
at home.

Another significant drawback are privacy issues as these systems provide the operators with easy to access to
the exact location of large populations. This has raised significant concerns in the public and can harm the global
epidemic monitoring efforts.

To overcome these limitations we propose a simple system based on the Bluetooth technology. The proposed
system is simple to implement, it provides blueprints for close contacts with infected people and maintains privacy
as it is possible to store each person’s data in its own device.

We recommend that there will be a global call for Google and Apple to implement the proposed system as part
of their operating system. While a separate application is possible, it is recommended that it will be possible to
enforce all devices into an epidemic mode which will allow good epidemiological monitoring.

II. SYSTEM AND METHOD FOR EPIDEMIOLOGICAL MONITORING

We now provide a simple implementation for a system which allows epidemiological monitoring while preserving
privacy and eliminating the need of the state to localize the people. The system is also much more accurate than a
GPS/cellular tracking system. The basic idea is that each person’s wireless device maintains a list of close contacts.
To that end we propose to utilize the Bluetooth protocol which is especially good for this purpose, since Bluetooth
devices are capable of operating at very low power, therefore limiting their range. However, it is conceivable that in
the absence of Bluetooth devices other short rage communication modules can be utilized. The system is composed
of two parts: Wireless devices and centralized management system. However, it should be emphasized that even the
control can be distributed using well known techniques from distributed control and algorithms.

A. The wireless device operation
Consider a system composed of a short range wireless receiver, e.g. a Bluetooth and a data collection software.

Using the standard Bluetooth protocol, each station regularly transmits it station identification information and
receives other nearby stations data. Currently, this is already donein the pre-association phase where each device
can recognize any other device in its vicinity. This can be done using either MAC address, phone number or a unique
Corona Virus Identifier (COV-ID) which is an encrypted public key generated from the uniquely identifying data of
the device (phone, MAC address, serial number,etc.) For epidemiological purposes it suffices that the information is
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Fig. 1. Contact monitoring subsystem

collected in 5-10s intervals. For each received station id, the device keeps the public COV-ID, time stamp, duration
and RSSI. The structure of the record is depicted in I The system is depicted in Figure 1.

This information is stored on the device locally and contains all devices which interacted with said device. Upon
identification of a patient, the central system sends a message with the COV-ID of the infected person. Each device
performs a scan of its close contacts list and in case of a match, informs the center of the identity of the person. It
a also issues a warning to the person that he needs to get quarantined and report any deterioration of his health.

Finally, in order to enable the implementation of graph search to identify higher order possible infections (i.e.,
people who met people with identified contact to Corona patient) it is recommended that the central system will be
able to query each node for its full list of contacts. We find it conceivable and desirable that the full data base will
be also saved centrally to overcome loss of data by phone failure or loss of devices. Assuming that the decryption
of the real identity of each user is sufficiently protected this is still a good solution for privacy concerns.

The size of each record is on the order of 100 Bytes. During social distancing period the size of the data base
is very small. However even when someone passes in the vicinity of 10000 people per day the total storage per
person is 1MB/day. This is really small, and even collecting the data centrally is manageable on the scale of a state.
While we do not discuss data compression this is obviously of interest as it can reduce both storage and use of the
wireless medium. The data should be saved for a period of up to 30 days (possibly this can be reduced to 14 days
based on Corona infection data) to allow backwards epidemiological inference regarding prior contact.

Field: COV-ID First interaction time Duration RSSI
Length (Bytes): 8 8 4 4

TABLE I
STRUCTURE OF AGENT RECORD

B. Power and range
To limit the false alarm rate we recommend using the class 2 transmission power of 2.5mW, or even less if

possible. It is recommended that the system reports also RSSI information. We anticipate that this will limit the
alerts to only close contacts even within dense environments. Such operation is necessary if we want to remove the
lock-down and replace it by testing and selective quarantine.

To save power and reduce the data size (although data size is minuscule) we suggest that each station will send
its identity in 10s intervals. This is likely to remove very brief contacts which are unlikely to result in infection.
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The literature on translating Bluetooth RSSI readings into distance is vast. For example, [2], [4] study localization
using Low energy Bluetooth transmission. Example of a simple formula translating RSSI readings into distance was
given by [1]:

RSSI = 4.58 ln d+ 62.75 (1)

Another simple alternative for this problem is to train a classifier based on real measurements with the goal of
distinguishing between d < 3m which is the range which had high infection rate and d > 5m where the chances of
infection are low. A simple rule based on the measurement of [4] will be identify a contact if a 0dBm transmission
is received at -45dBm or above.

C. Storage requirements
Under typical social distancing requirements mobile device needs to store up to approximately 4 units within

a distance of up to 3 m every 10s. This results in approximately 100 Bytes per 10 seconds. Moreover, overall the
total number of interactions is limited, so few 1 MB/day should suffice to store the locations of 4 different agents
every 10 seconds. This is significantly an overestimate, so storage is not an obstacle to using the system.

The second issue is power consumption. However, since such a system should operate at the low power regim
of bluetooth, its power consumption is negligible compared to cellular and Wi-Fi communications.

As a rapid prototyping it is possible to develop an application which will perform all the relevant operations.
However, we believe that good control of the transmit power as well as enabling Bluetooth by the operating system
would simplify the implementation.

D. Central management system
The central part of the system can be implemented independently, once there is agreement on the structure of

client software and reporting protocol. Therefore, we suggest that the reporting structure would be required by the
regulator from Google, Apple and Microsoft. The rest of the implementation can be proprietary. Each country can
collect and process its data using its own epidemic management software.

The system can collect data regarding agents at various levels. Each levels allows different level of control of
the epidemics. A block diagram of the control system is depicted in Figure 2 The lowest level performs all search
and queries at the mobile units. In this case the system should be able to query the device for all contacts within a
given time interval. The main problem with this approach is the protection of the data. With this structure, all graph
searches require multiple wireless queries and this is undesirable from many aspects.

The second levels saves only anonymized data at the center. This allows to give each agent a susceptibility
indicator based on its interaction intensity (how many other devices it met) but not explicit identity. Having non-
anonymized data available centrally allows to run much better graph search algorithms to track the spread of
the pandemic, ease lock-downs and curfews as well as design better quarantine strategies. The discussion of this
application will be done in [3]

The central system, might backup all users data, or it can opt for a fully distributed mode where each node holds
its own data, and matching to the COV-ID of infected persons is done, by sending the alert through the network to
all end units. The rate of these message is rather low, as even in extreme cases we do not foresee more than tens
of thousands of message per day per country.

III. CONCLUSION

Rapid monitoring of contacts between identified infected people and their near vicinity in the contact graph is
of paramount importance in containing the pandemic and allowing less stringent quarantine instructions. We also
believe that without such means it would be hard to alleviate the lock-downs for extended periods.

REFERENCES
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Fig. 2. Control subsystem


