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Abstract—Multi-dimensional codes using a coset based code
as one of the base codes have been suggested to improve code
parameters. We show that while these codes provide sufficient
reliability, they can not provide security. We then present product
codes using robust codes as the base codes which provide both
reliability and security. An example of the application of a
product code is presented using a 1 KByte memory block.
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I. INTRODUCTION

A code designer has several perspectives to consider. The
first is the reliability of the system - how protected the system
is against errors caused by faults or transient errors in the
circuit. Methods to ensure reliability include off-line testing,
on-line checking, fault tolerant design, and the use of codes
[1]. When codes are used, it is common to model the error
as an additive error of low multiplicity. In recent years, long
block codes with high error correction capability are used to
provide reliability, e.g. memory arrays, because the single error
correction capability is no longer sufficient [2]. Clearly, higher
error correction capability can be achieved by using stronger
one-dimensional codes. However, it is expensive both in terms
of area and latency. A good alternative to the class of one-
dimensional codes is the multi-dimensional codes that have
lower hardware overhead. In particular, two dimensional pro-
duct codes have been successfully used in embedded SRAM
caches [3] and interconnection networks [4].

Another perspective to consider is the security of the system
- how protected the system is against malicious attacks (e.g.
Differential Fault Analysis (DFA) attacks or Trojan horses).
Security can be provided by using embedded sensors or by
introducing redundancy in the form of non-linear codes [5].
In the latter case, the error is modeled as an arbitrary additive
error, chosen by the attacker.

Most of the known reliability oriented codes are (one-
dimensional) linear codes. The error detection capability of
these codes is determined by the minimum distance of the
code and therefore they are unable to detect errors of arbitrary
multiplicity, i.e. an arbitrary number of erroneous symbols, and
hence, can not ensure security. On the other hand, security
oriented codes can not guarantee the reliability of the code
either, since they do not have a large minimum distance, if any
[6]. Most of these codes are designed under the assumption
of a uniform distribution of information [7], [8], [9], however
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solutions also exist in the case of non-uniformly distributed
information [10], [5], [11].

This paper deals with multi-dimensional codes (product
codes) that provide both reliability and security.

In [12], multidimensional codes constructed using simpler
component codes are presented. In [13], the author restricts
his attention to two-dimensional codes, denoted product codes,
in order to determine if the product codes can be utilized to
improve code parameters. [13] presents a hybrid construction
where one of the component codes is linear and the second
is a nonlinear Preparata based code. In this paper, it will be
shown that these codes can not provide security. Namely, a
strong attacker with control over the error injected can always
find an error that will remain undetected by these product
codes. It will then be suggested that robust nonlinear codes
can be used to achieve both reliability and security.

The rest of the paper is organized as follows: Section II
gives background on coset based codes as well as brings
the definition of a product code. Different constructions of
partially robust product codes are discussed in Section III. In
Section IV, robust product codes with distance are introduced
and their applications are discussed in Section V. Section VI
concludes the paper.

II. PRELIMINARIES

In this paper, we use regular lowercase letters to represent
scalars. Boldface lowercase letters are used to denote row
vectors. We denote by Fnq a vector space of dimension n over
the finite field Fq = GF (q). q is the alphabet of the vector
space where q is a power of two, i.e. q = 2m for some m ≥ 1.
For example, x = (x1, ..., xn) ∈ Fnq is a vector of length n,
xi ∈ Fq . 0n denotes an all-zero vector of length n. A code C is
a subset of Fnq . In this work, we assume that the codewords of
C are uniformly distributed. Let c ∈ C be a codeword. Denote
by e ∈ Fnq an additive error vector and let c̃ be the tempered
word, c̃ = c⊕ e.

An additive error e is said to be masked by a codeword
c ∈ C if c⊕e ∈ C. Meaning that the distorted word c̃ is itself
a codeword. In the case of uniformly distributed codewords,
the probability Q(e) that an error e will be masked by the
codewords of C is QC(e) = |{c|c, c⊕ e ∈ C}| / |C| where | · |
stands for cardinality. The detection kernel of a code C, Kd,
consists of all the error vectors that are never detected, i.e. all
the errors that are masked with probability QC(e) = 1.

Definition 1. A code C with a detection kernel 1 < |Kd| < |C|
is called a partially robust code.
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Definition 2. The error masking probability, QC , of a code C
is defined as

QC = max
e/∈Kd

QC(e). (1)

A code C is called robust if any non-zero error can be detected
with some probability greater than zero. Meaning, Kd = {0}.

Examples of robust codes include the Quadratic Systematic
Code [7], Punctured Cubic Code [9], [14] and other constructi-
ons that use these codes as ground codes. See for example the
CpC code in [15].

Since it can be hard to construct robust codes, partially
robust [16] codes allow for a trade-off among robustness,
decoding complexity, and overhead.

In this paper, without loss of generality, we assume 0 ∈
C since given ĉ ∈ C, we can always derive the code Ĉ =
{c− ĉ|c ∈ C} for which 0 ∈ Ĉ. It follows from Definition 2
that C and Ĉ have the same error masking probability.

Clearly, robust and even partially robust codes can not be
linear codes since every e ∈ C will never be detected. One
type of non-linear codes is coset based codes.

Given a q-ary linear code Cl of dimension kl, a coset based
code is defined as a union of disjoint cosets of the linear code.
Formally, let A ⊂ GF (qn) be the set of vectors such that 0 ∈
A and for all a1,a2 ∈ A, the cosets {a1 + Cl} and {a2 + Cl}
are disjoint. A coset based code consists of all the vectors

Cnl =
⋃
a∈A
{a+ Cl} (2)

The dimension of Cnl is k = kl+kcoset, kl is the dimension
of the linear code and kcoset = logq |A|. Moreover, kl is the
largest integer k for which Cnl can be represented as a union
of cosets of size qk.

Proposition 1. A coset based code Cnl is a partially robust
code with |Kd| = qkl .

Proof. Let cnl = a+c ∈ Cnl, c ∈ Cl,a ∈ A. First we consider
errors which are not codewords; Every error e /∈ Cnl will be
detected at least by all the codewords of Cl (since e+c /∈ Cnl
for all c ∈ Cl). Thus its error masking probability is at most
Q(e) ≤ |A|−1

|A| . The remaining errors, i.e. an error e ∈ Cl
satisfies,

cnl + e = a+ (c+ e) = a+ c′ ∈ Cnl

where c′ ∈ Cl. Thus, e of this form will never be detected.
The number of such errors is |Kd| = |Cl| = qkl .

The set of errors e ∈ Cnl \ Cl will be detected by at least
one coset, otherwise, the code can be represented as a union
of |A/2| larger cosets of the form a + (Cl ∪ (e + Cl)). The
correctness of the last statement follows from the fact that two
cosets are either disjoint or they coincide.

Corollary 1. The nonlinear systematic codes: Preparata [17],
Kerdock [18], Nordstrom-Robinson, and Delsarte-Goethals
[19], which can be regarded as coset based codes, are partially
robust codes.

Two-dimensional product codes: In the next section, we
analyze different structures of two-dimensional product codes.
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Fig. 1. Product Code Matrix. Encoding takes place in two steps: (1) Encode
kr columns using the code Cc. (2) Encode all nc rows using the code Cr .

Before that, let us define notations that will be used throughout
this work. A matrix y = {yi,j}nc,nr

i=1,j=1 ∈ Fnc×nr
q can be

denoted as

y = (yr
T
,1,yr

T
,2, ...,yr

T
,nc

) = (yc,1,yc,2, ...,yc,nr
)

where yr,i ∈ Fnr
q denotes the i’th row and yc,j ∈ Fnc

q denotes
the j’th column of the matrix.

A codeword in a two-dimensional product code is a matrix
where the rows (or some of them) are codewords of some
code Cr with parameters (nr,Mr, dr) where kr = log2(Mr)
and whose columns (or some of them) are codewords of some
code Cc with parameters (nc,Mc, dc) where kc = log2(Mc).
In this paper we consider product codes built upon systematic
codes, that is kc and kr are integers. Formally,

Definition 3 (Product Codes). The code Cp = Cc ⊗ Cr is the
set of all nc × nr matrices for which the first kr columns
are codewords of the systematic code Cc and all nc rows are
codewords of the systematic code Cr.

Cp is a systematic code with length ncnr, dimension kckr,
and minimum distance dcdr [13].

Note that for any linear code Cl with length nl and dimen-
sion kl, for all c ∈ Cl, there are kl independent sybmols in c.
W.l.o.g. and to simplify the proofs presented, in this paper we
assume that the kl independent symbols are arranged as the
first kl symbols out of nl. See Fig. 1.

III. PARTIALLY ROBUST PRODUCT CODES

In [13], it is suggested to use the coset based codes listed
in Corollary 1 as one of the component codes Cc or Cr of
a product code. In what follows, we analyze the different
possible constructions using these partially robust, coset based
codes.

A. Coset based non-linear columns and linear rows codes

Denote by Cnl,l a product code where the first kr columns
are codewords of a q-ary systematic non-linear coset based
code, Cc, with parameters (nc,Mc, dc) where kc = log2(Mc),
and all the rows are codewords of a q-ary systematic linear
code, Cr, with parameters [nr, kr, dr].

Proposition 2. The code Cnl,l is a partially robust code.

Proof. To prove this proposition, it is sufficient to provide an
error vector, e ∈ Fnc×nr

q , that is masked by all the codewords
in Cnl,l. We construct this error in the following manner:
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1) Arbitrarily choose a matrix of size qkl × qkr where kl
is the dimension of the linear code Cl used to construct
the coset based code Cc.

2) Encode the kr columns using the linear code Cl to obtain
a matrix of size qnc × qkr .

3) Encode the nc rows using the linear code Cr to obtain
a matrix of size qnc × qnr

The nc rows of e are never detected by the codewords of
Cnl,l since {er,i}nc

i=1 ⊂ Cr (following the properties of linear
codes). Following Claim 1, the error cannot be detected by
the non-linear column code since ec,j ∈ Cl for j = 1, ..kr.

Any other error, i.e. ê such that êr,i /∈ Cr for some i =
1, ..., nc or êc,j /∈ Cl for some j = 1, ..kr, will be detected by
at least one row or one column of the codeword.

Clearly, every error e as described above is itself a codeword
of Cnl,l, however not every codeword is masked. The number
of errors that are never detected is qkrkl where kl is the
dimension of the linear code Cl used to construct the coset
based code Cc.

The size of the kernel is then |Kd| = qkrkl . Since kl < kc
the code is partially robust.

Note that if Cl is not a systematic code but Cr is, the method
described above is still applicable. The attacker can find an
undetected error by following the three steps described above:
first he chooses an arbitrary matrix of size qkl × qkr . In Step
2, he encodes the kr columns using the non-systematic code,
resulting in a qnc×qkr matrix where the qkl×qkr information
portion differs from the original, arbitrarily chosen matrix from
Step 1. Only in Step 3 does the attacker complete the rows
and obtain the error desired. We will see that this is not the
case when the rows of the product matrix are encoded using
the non-linear code.

The following assumes a binary product code:
Note that every error e that has at least one row that is not

in Cr is always detected by the row-decoder, that is, Q(e) = 0;
there are N1 = 2nckr (2ncrr − 1) such errors. Consider now
an error that cannot be detected by the row-decoder. There
are 2ncnr − N1 such errors. Since we are using systematic
codes, any nonzero error whose information portion is zero
would be always detected either by the row-decoder or by the
column-decoder. There are exactly N2 = (2rckr − 1) nonzero
errors that will not be detected by the row-decoder but will be
detected by the column-decoder. Namely, at least

N1 +N2 = 2nckr (2ncrr − 1) + (2rckr − 1) =

2ncnr − 2rckr (2kc − 1)− 1

errors are always detected. The remaining N3 = 2ncnr −
(|Kd| + N1 + N2) errors will be detected with probability
0 < Q(e) < 1. Consequently, the average error masking
probability, Qavrg, of these N3 errors that are detected with
some probability satisfies∑

e∈Fnrnc
2

Q(e) =
1

|Cnl,l|
∑

e∈Fncnr
2

∑
y∈Cnl,l

δC(y + e)

= |Cnl,l|
= Qavrg ·N3 + 1 · 2krkl

(3)

Therefore,

Qavrg ≤
2kc − 2kl

2rc(2kc − 1)− 2kl
≈ 2−rc

|A| − 1

|A|
u 2−rc .

Example 1. Let Cnl,l be a product code where the first
kr = 2 columns are codewords of the binary systematic non-
linear Nordstrom-Robinson code Cc, with parameters (nc =
15,Mc = 256, dc = 5) where kc = log2(Mc) = 8. The
Nordstrom-Robinson code [20] is a binary systematic coset
based code with 8 information bits denoted by x0, x1, ..., x7
and 7 redundancy bits denoted by y0, y1, ..., y6. Where,

y0 = x7 ⊕ x6 ⊕ x0 ⊕ x1 ⊕ x3
⊕ (x0 ⊕ x4)(x1 ⊕ x2 ⊕ x3 ⊕ x5)
⊕ (x1 ⊕ x2)(x3 ⊕ x5)

(4)

The remaining y’s are determined by cyclically shifting x0
through x6, i.e. for each yj , substitute xi+j(mod7) for xi in
Equation 4 where i = 0, 1, ..6 for each j and j = 0, 1, ...6.

The code described above contains a set of codewords that
form a linear subspace with dimension kl = 5. Cl is defined
by the generator matrix

Gl =


0 0 0 0 0 0 0 1 1 1 1 1 1 1 1
0 0 0 1 0 1 1 0 0 1 1 1 0 1 0
0 0 1 0 1 1 0 0 1 1 1 0 1 0 0
0 1 0 0 1 1 1 0 1 0 1 0 0 1 1
1 0 0 0 1 0 1 0 0 0 1 1 1 0 1

 .

Gsys =


1 0 0 0 0 0 0 0 1 1 1 1 1 1 1
0 1 0 0 0 1 1 0 0 1 1 1 0 1 0
0 0 1 0 0 1 0 1 1 1 1 0 1 0 0
0 0 0 1 0 1 1 1 1 0 1 0 0 1 1
0 0 0 0 1 0 1 1 0 0 1 1 1 0 1


The columns marked in red form the kl independent symbols

of the codewords in Cl and w.l.o.g can be repositioned as the
first kl = 5 columns of the generator matrix Gsys, producing
a systematic linear code.

Let the rows of Cnl,l be codewords of a binary systematic
linear code, Cr, with parameters [nr = 3, kr = 2, dr = 2] and
generator matrix

Gr =
(
1 0 1
0 1 1

)
.

The product code is of size |Cnl,l| = qkckr = 216. There are
qncnr = 215·3 error vectors of which the number of undetected
errors is |Kd| = 210 .

Consider for example the four error vectors e1, e2, e3, and
e4 as shown below.

eT1 =

(
0 1 0 0 1 1 1 0 1 0 1 0 0 1 1
1 1 1 0 1 0 0 1 1 0 0 0 1 0 1
1 0 1 0 0 1 1 1 0 0 1 0 1 1 0

)

eT2 =

(
0 1 0 0 1 1 1 0 1 0 1 0 0 1 1
1 1 1 0 1 0 0 1 1 0 0 0 1 0 1
1 0 1 1 0 1 1 1 0 0 1 0 1 1 0

)

eT3 =

(
0 1 0 0 1 1 1 0 1 0 1 1 0 1 1
1 1 1 0 1 0 0 1 1 0 0 0 1 0 1
1 0 1 0 0 1 1 1 0 0 1 1 1 1 0

)
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eT4 =

(
0 1 0 0 1 1 1 0 1 0 1 0 0 1 1
0 0 0 1 0 0 0 1 0 1 0 0 0 1 1
0 1 0 1 1 1 1 1 1 1 1 0 0 0 0

)
For each error matrix, the elements enclosed within the rec-

tangle indicate the information portion of the product matrix.
Entire row (or column) vectors marked in black indicate row
(or column) vectors that are always masked by the codewords
of Cr (or Cc). The row (or column) vectors highlighted in red
indicate those vectors that are detected by some codeword
c ∈ Cr (or Cc).

The error e1 is never detected since its first kr = 2 columns
are codewords in Cl ⊂ Cc and its nc = 15 rows are codewords
in Cr, the error e2 is always detected by the linear row-decoder
since er,4 /∈ Cr, the error e3 is always detected by the non
linear column-decoder since ec,1 /∈ Cc, and the error vector e4
is masked with probability Q(e4) ≤ |A|−1|A| = 2

3 since ec,2 ∈
Cc \ Cl.

B. Linear columns and coset based non-linear rows codes

Let Cl,nl be a product code where the first kr columns
are codewords of a q-ary systematic linear code, Cc, with
parameters [nc, kc, dc], and all the rows are codewords of
a q-ary systematic non-linear coset based code, Cr, with
parameters (nr,Mr, dr) where kr = log2(Mr) .

Proposition 3. The code Cl,nl is a partially robust code.

Proof. An error will be undetected if it is not detected by any
of the kr linear columns or by any of the nc non-linear rows.
If e is masked, then e ∈ Cl,nl. An attacker can choose an error
in the following manner:

1) Arbitrarily choose a matrix of size qkc×qkl where kl is
the dimension of the linear code, Cl, used to construct
the coset based code Cr.

2) Encode the kl columns using the linear code Cc to obtain
a matrix of size qnc × qkl .

3) Encode the nc rows using the linear code Cl to obtain a
matrix of size qnc × qnr .

Recall that in a linear product code Cl,l of dimension kckl,
the redundant rows (columns) are also codewords of the linear
row (column) codes. In other words, the error e is a codeword
in the linear product code Cl,l ⊂ Cl,nl and therefore it is
masked by all the codewords in Cl,nl.

There are a total of qkckl errors of this type that are
never detected. All other errors are detected either by some
linear column cc,j, j = 1, ..., kr or some non-linear row
cr,i, i = 1, ..., nc. Since |Kd| = qkckl < qkckr , the code Cl,nl
is partially robust.

Note that unlike with Cnl,l, this method for choosing an
error does not work when Cl is not systematic. The attacker
first chooses an arbitrary matrix of size qkc × qkl . He then
encodes the first kl columns to be codewords in the linear
code Cc. In the next step, the attacker needs to complete the
rows to be codewords of the linear code Cl. However, if Cl is
not systematic, we can not guarantee that the first kr columns
of the product matrix will be codewords of the linear code
Cc. Although this method of choosing an error does not work

with a non-systematic Cl, the overall analysis is the same as
described above.

Note that since we are using systematic codes, any nonzero
error where the kr information bits of all nc rows is zero
would be always detected by the non linear row-decoder. There
are N4 = 2ncrr − 1 such errors. In addition, every error e
that has at least one of the first kr columns that is not in Cc
is always detected by the column-decoder. There are N5 =
2kckr (2rckr − 1)2ncrr such errors.

Therefore, at least

N4 +N5 = 2ncrr − 1 + 2kckr (2rckr − 1)2ncrr =

2ncnr − 2ncrr (2kckr − 1)− 1

errors are always detected. The remaining N6 = 2ncnr −
(|Kd| + N4 + N5) errors will be detected with probability
0 < Q(e) < 1 Consequently, the average error masking
probability, Qavrg, of these N6 errors that are detected with
some probability satisfies

∑
e∈Fnrnc

2

Q(e) =
1

|Cl,nl|
∑

e∈Fnrnc
2

∑
y∈Cnl,l

δC(y + e)

= |Cl,nl|
= Qavrg ·N6 + 1 · 2kckl .

(5)

Therefore,

Qavrg ≤
2kr − 2kl

2ncrr (2kr − 1)− 2kl
≈ 2−ncrr

|A| − 1

|A|
u 2−ncrr .

Remark 1. Notice that in terms of the number of undetected
errors, there is no difference between Cl,nl and Cnl,l. In both
cases, if the q-ary systematic linear code has parameters
[nl, kl, dl] and the q-ary systematic coset based code is based
off of a linear code with dimension k′l, the size of the kernel is
always |Kd| = qk

′
lkl , regardless of whether the columns were

encoded using the non-linear code or the rows were. However,
notice that the average error masking probability, Qavrg, of
Cnl,l is exponentially lower than that of Cl,nl.

C. Coset based non-linear columns and coset based non-
linear rows codes

Let Cnl,nl be a product code where the first kr columns are
codewords of a q-ary systematic coset based non-linear code,
Cc, with parameters (nc,Mc, dc) where kc = log2(Mc), and
all the rows are codewords of a q-ary systematic coset based
non-linear code, Cr, with parameters (nr,Mr, dr) where kr =
log2(Mr) .

Proposition 4. The code Cnl,nl is a partially robust code.

Proof. The proof is similar to III-B where C1 = Clc , the linear
code used to construct the coset based code Cc and C2 = Clr ,
the linear code used to construct the coset based code Cr.

The number of errors that are never detected is qklcklr and
therefore the code Cnl,nl is partially robust.

IV. ROBUST PRODUCT CODES WITH DISTANCE

When designing a code, there are two important aspects to
consider: the reliability and the security provided by the code.
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As explained before, there is often a trade-off of reliability
versus security when using one dimensional codes. We pro-
pose using product codes to achieve higher security without
significantly impacting the reliability. In this section we will
analyze the reliability vs. security trade-off of different product
codes.

A. Robust columns and linear rows codes

Construction 1. Crob,lin is a product code where the first kr
columns are codewords of a q-ary systematic non-linear ro-
bustly encoded code, Cc, with parameters (nc,Mc, dc) where
kc = log2(Mc), and all the rows are codewords of a q-ary
systematic linear code, Cr, with parameters [nr, kr, dr] .

Proposition 5. Denote by Qc the error masking probability
of the non-linear robust code Cc. The code Crob,lin is robust,
its max error masking probability is Q = Qc.

Proof. The set of errors e = (er,1, er,2, ..., er,nc
)T such that

er,i /∈ Cr for at least one i will always be detected by the
linear rows of the product matrix.

Next we show that all the errors e = (er,1, er,2, ..., er,nc
)T

for which er,i ∈ Cr for all i will be detected with nonzero
probability by the non-linear columns of the product matrix.

The error e = (ec,1, ec,2, ..., ec,nr
) will be masked by the

codewords of Cc when cc,j + ec,j ∈ Cc for all j = 1, ..., kr.
Denote by zc the set of indexes j, 1 ≤ j ≤ kr, such that

ec,j = 0nc
. These column vectors will not help the column-

decoder to detect errors. Clearly, |zc| 6= kr. If |zc| = kr, either
e = 0 or e will be detected by both the row-decoder and the
column-decoder due to the systematicness of the code.

The probability that each of the other kr − |zc| error’s
column vectors will mask the error ec,j is at most Qc. Denote
Rc(e) = Qc(e) · |Cc| the number of vectors that mask the
error e. Similarly, Rc = Qc |Cc|. From here, the number of
information matrices that must be filled in in a specific manner
in order to mask this error is R(e)kr−|zc|. Thereby, the error
masking probability is

Q(e) =
qkc|zc|R(e)kr−|zc|

|Crob,lin|
= Qkr−|zc|c

Since every possible error is detected with some nonzero
probability, the code is robust and Q = Qc < 1.

There are two known basic high rate binary systematic
robust codes: the Quadratic Systematic (QS) code [7], and
the Punctured Cubic (PC) code [9], [14]. All other systematic
robust codes use these codes as base codes. While the QS
code is an optimum robust code when k = 2sr and q is
any power of a prime number, and the PC code is a close to
optimum robust code for any 1 < r ≤ k and q is a power of
two, neither of these codes have correction capabilities. Some
minimum distance partially robust codes exist, for example the
Vasil’ev code [21], the Phelps code [22], the one switching
code, and the generalized cubic code [23], [24]. While these
codes provide the wanted correction capabilities, they are
not robust. In [6], a new construction of q-ary codes which
provide robustness and minimum distance for correction was
presented.

The Rabii-Keren (RK) code is a non-linear robust q-ary
code with q = 2m and error correction capability. The code
is built upon systematic linear codes [n, k, d]q where the
n − k redundant symbols that were originally allocated to
increase the minimum distance of the code, are modified
to provide both correction capability and robustness. The
following (generalized) definition of the RK code is taken from
[25].

Construction 2. (Rabii-Keren code) Let f : F2m 7→ F2m

be an Almost Perfect Nonlinear (APN) bijective function,
and let G = (I|A) be a generator matrix of a systema-
tic linear q-ary code C with minimum distance dL where
A = {aij}k,ri,j=1, aij ∈ F2m . Let x = (x1, x2, . . . , xk) where
xi ∈ F2m for 1 ≤ i ≤ k. Code C̃ is defined as follows,

C̃ = {(x,w) : x ∈ Fk2m ,w = (w1, w2, . . . , wr) ∈ Fr2m ,

wj =

k∑
i=1

aijf(xi)}

The error masking probability of the RK code is Q(e) ≤
2/q for odd values of m and 4/q for even m. Hence, they
are more effective in detecting maliciously injected errors and
have higher code rate than codes obtained by concatenation
of a linear error detecting code with a security oriented code.

If we return to product codes, when the robust nonlinear
code Cc used is the Punctured Cubic (PC) code [14], the error
masking probability of Crob,lin is equal to Q = 2−rc+1.

In comparison, when the q-ary robust nonlinear code Cc is
an RK code [6], the error masking probability of Crob,lin is
bounded by Q ≤ (2/q). Note that although the error masking
probability of an RK based product code is higher than that of
product codes based on other known robust codes, this code
has a larger minimum distance as the RK-code provides a
minimum distance equal to that of the linear code it is based
upon [6].

B. Robust columns and robust rows codes

Construction 3. Crob,rob is a product code where the first
kr columns are codewords of a q-ary systematic RK encoded
code, Cc, with parameters (nc,Mc, dc) where kc = log2(Mc),
and all the rows are codewords of a q-ary systematic RK
encoded code, Cr, with parameters (nr,Mr, dr) where kr =
log2(Mr) .

Proposition 6. Denote by Qc and Qr the error masking
probabilities of the non-linear robust codes Cc and Cr re-
spectively. The code Crob,rob is robust, its max error masking
probability is Q = QcQr.

Proof. Let v ∈ Fnc
2 be an error such that Qc(v) = Qc. Denote

by α the Hamming weight of v. Let zc denote the set of
indexes j, 1 ≤ j ≤ kc, such that ec,j = 0nc .

In the worst case, kr−|zc| non-zero columns of e carry the
error vector v of Hamming weight α.

This error is masked with probability Q
kr−|zc|
c by the

columns of the product matrix.
Since the code is systematic, if any of the rr redundancy

columns of e are not equal to v, the error will be detected by
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the row-decoder (since the information portion of some er,i
will be 0 while the redundancy portion will be different than
0). However if all column errors in the rr redundancy columns
are of type v, each of the affected α rows will be detected by
the row-decoder with worst case probability Qr.

Overall, the error is masked with probability Qp =

Q
kr−|zc|
c (Qr)

α.
In total, we get that the worst case error masking pro-

bability of the product code described in Construction 3 is
Qp = QcQr.

V. APPLICATION OF ROBUST PRODUCT CODES

Product codes can be used when protecting a block of
information in the memory from natural errors or maliciously
injected faults.

For example, let’s consider a 1 Kbyte block that consists of
512 words each containing 16 bits. We can regard this array
as a codeword in a product code whose information portion
forms an 16×512 binary matrix. This matrix can be read as a
kc×kr matrix over an alphabet of size q = 2m,m = 2, 4, 8, 16,
where kc = 16/m and kr = 512/m. Clearly one can refer to
the information portion also as a 512× 16 binary matrix.

When writing to the memory, each word is encoded using
the column code Cc with dimension kc. Each block is then
encoded using the row code Cr with dimension kr. Table I
shows the parameters of different product codes that can be
used for such a packaging. The codes we considered are SQ,
CPC, BCH and RK, the prefix ’s’ stands for shortened code.

Note that a trade-off between rate, maximum error masking
probability, and minimum distance must be considered. From
Table I we can see that for alphabet of size q = 2, although
CQS,BCH has a high rate, CQS,BCH has a higher minimum
distance with a higher maximum error masking probability
while CQS,QS has a lower minimum distance but also a lower
maximum error masking probability.

Also note that as shown in Section IV, CRK,RK has a
significantly lower maximum error masking probability over
CRK,BCH even though the two codes have the same minimum
distance and rate. This is because while there is a certain
symmetry between the parameters of the RK code and the
BCH code used to construct it, the RK code is both a reliability
and security oriented code while the BCH code only provides
a high minimum distance, but no security.

VI. CONCLUSION

We investigated the security capabilities of product codes
using coset based codes as a base code and determined that
they are insufficient for providing security. We then presented
product codes using robust codes as a base code and analyzed
the error masking probability. We verified that these codes do
in fact provide the desired security. Practical parameters of the
different codes presented throughout the paper were shown in
regards to a 1 Kbyte memory block.
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TABLE I
DIFFERENT PRODUCT CODES WITH PARAMETERS kc = 16 AND kr = 512 BITS

Rp dpq robust Qp q code Cc kqc nqc code Cr kqr nqr
Cnl,l 0.63 24 no 1 2 sPreparata 16 25 sBCH 512 523
Cl,nl 0.70 24 no 1 2 sBCH 16 22 sPreparata 512 531

Crob,lin

0.92 4 yes 2−1 2 QS 16 17 sBCH 512 523
0.78 3 yes 2−4 16 QS 4 5 sBCH 128 131
0.68 4 yes 2−6 2 CpC 16 23 sBCH 512 523

PC(14,7) + PC(16,9)
0.65 4 yes 2−8 2 QS 16 24 sBCH 512 523
0.65 9 yes 2−1 4 RK 8 12 sBCH 256 262
0.56 9 yes 2−3 16 RK 4 7 sBCH 128 131
0.48 9 yes 2−7 256 RK 2 4 sBCH 64 66

Crob,rob

0.94 1 yes 2−2 2 QS 16 17 QS 512 513
0.87 3 yes 2−3 4 QS 8 9 RK 256 262
0.79 1 yes 2−8 16 QS 4 5 QS 128 129
0.78 3 yes 2−7 16 QS 4 5 RK 128 131
0.66 3 yes 2−3 4 RK 8 12 QS 256 257
0.65 9 yes 2−3 4 RK 8 12 RK 256 262
0.65 3 yes 2−15 256 QS 2 3 RK 64 66
0.57 3 yes 2−7 16 RK 4 7 QS 128 129
0.56 9 yes 2−6 16 RK 4 7 RK 128 131
0.49 3 yes 2−15 256 RK 2 4 QS 64 65
0.48 9 yes 2−14 256 RK 2 4 RK 64 66


