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Data-Dependent Delays as a Barrier Against
Power Attacks

Itamar Levi, Osnat Keren, and Alexander Fish, Member, IEEE

Abstract—Power analysis attacks utilize the correlation be-
tween the dissipated power and the processed data. Although the
instantaneous power dissipation contains information it cannot be
exploited without full reverse engineering. This article explores
data-dependent instantaneous (intra-cycle) power dissipation and
shows that it can be used as additional source of randomness
that can be utilized as a barrier against power analysis attacks.
Noiseless circuit simulations conducted on 65 nm standard CMOS
and standard-cell-based dual-rail SBOXs show that large data-de-
pendent variance in propagation delays enhance the immunity of
the circuits.
Index Terms—Countermeasures, cryptography, data-dependent

delay, dual-rail, intra-cycle, power analysis.

I. INTRODUCTION

A DVANCED electronic devices such as smart cards and
radio frequency identification (RFID) tags contain pri-

vate or secret information [1]–[4]. This information is usually
protected by cryptographic algorithms that run on a dedicated
crypto core. Cryptographic algorithms protect the information
from eavesdropper adversaries but fail when subject to side
channel attacks. Side channel attacks are based on the observa-
tion that the hardware leaks information. One of the most pow-
erful side channel attacks is a power analysis attack [5], [6].
Power analysis attacks can be carried out with fairly low-cost
equipment and their computational complexity is relatively low
[7], [8].
A power analysis attack is based on statistical tests on two

sets of variables: the measured power supply current, and the
hypothesized power supply current. The hypothesized power
supply current is calculated for each possible secret key. The
key with the highest probability is assumed to be the correct
one. To do so, the attacker must model the dissipated current as
a function of the circuit's functionality and its inputs. Typically
it is assumed that the current is proportional to the Hamming
weight of the output (or to the Hamming distance between two
successive logical outputs). In other words, it is assumed that
information leaks in a digital manner. This implies that it is suf-
ficient to test the measured current at a single point in time; the
time data propagates to the gates that drive the output signals.
In practice, the output bits are not computed simultaneously

or instantaneously. The computation of each output bit depends

Manuscript received January 11, 2015; revised April 16, 2015; accepted May
30, 2015. Date of current version July 24, 2015. This paper was recommended
by Associate Editor B.-D. (Brian) Liu.
I. Levi is with Bar-Ilan University, Ramat Gan 5290002, Israel (e-mail: ita-

marlevi@gmail.com).
O.Keren andA. Fish are with the Faculty of Engineering, Bar-IlanUniversity,

Ramat Gan 5290002, Israel (e-mail: osnat.keren@biu.ac.il; alexander.fish@biu.
ac.il).
Color versions of one or more of the figures in this paper are available online

at http://ieeexplore.ieee.org.
Digital Object Identifier 10.1109/TCSI.2015.2452371

on several factors including the input slopes, transistor/gate
sizing along the data-propagation path, routing capacitance
and resistance, thermal noise and voltage fluctuations. As a
result, the propagation delay is data-dependent. In turn, there is
Intra-Cycle information leakage. In this work, in the first time
we examine the information leakage during a single clock cycle
at the circuit level to better understand how it affects device
immunity to power attacks. In general, randomness increases
the immunity of a circuit to power attacks since the attacker
needs to accumulate a large number of power traces in order
to average it out and obtain solid statistics. Randomness in
circuits results from thermal noise[9], voltage fluctuations [10],
current dissipated by other modules in the design, etc. In this
work we disregard these sources of randomness to better focus
on the relations between the data, the intra-cycle information
leakage, and circuit immunity.
Countermeasures against security threats can be embedded

in cryptographic cores at all abstraction levels (i.e., circuit/gate,
combinatorial block, architecture and algorithm). Counter-
measures at the circuit level are divided into two types:
countermeasures that aim to randomize the consumed power
and countermeasures that aim to flatten the energy consumption
per cycle. Countermeasures that randomize the power profile
include gate level masking [11]–[14], Random pre-charge
Logic RPL [15], Random delay Insertion RDI [16] and gate
level randomization—Random Multi Topology Logic RMTL
[17]. Countermeasures at the circuit level, such as Dual-rail
logic based: Sense Amplifier Based Logic, SABL [18], Charge
Recycling SABL, CRSABL [19], Dual Spacer Dual Rail,
DSDR [20], [21], Delay Based Dual Rail, DDPL [22], Three
Phase Dual Rail, TDPL [23], [24], Wave Dynamic and Dif-
ferential, WDDL [25], Divided WDDL, DWDDL [18] and
Dynamic Current Mode Logic, DyCML [26], are embedded
in the combinatorial part of the system. They aim to consume
constant energy per cycle and thus make it data-independent.
These countermeasures have been shown to be sensitive to
process mismatch [10], hazards [27], coupling capacitances
[28], [29], process variations [30], noise [9], [31] delay imbal-
ance [45], etc. These non-idealities make almost all previously
proposed countermeasures vulnerable to revealing secret data
[27], [32], [33], [45].
In general, the latter group of circuit level solutions aims to re-

duce the correlation between the processed data and the energy
that the combinatorial1 circuit consumes. In fact, these coun-
termeasures target constant inter-cycle energy consumption but
do not consider or aim to achieve constant intra-cycle instanta-
neous power dissipation.

1Note that information can leak also from synchronous elements [49], [50].
This leakage, however, is out of the scope of this paper.
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Fig. 1. ADDKEY_SBOX structure.

The contributions of this paper are as follows: To the best
of our knowledge, this is the first work to study data-depen-
dent intra-cycle power dissipation. It is shown that data depen-
dent propagation delays can be utilized against power attacks.
Simulations on standard cell based dual-rail logic indicate that
a data-dependent delay provides an additional layer of protec-
tion against power analysis. In particular, we show that even in
the worst scenario (i.e., in noise-free circuits), it is possible to
reduce the SNR, that characterizes the immunity of the system,
from 1.25 to 0.99 in a standard CMOS design, and from 0.85 to
0.55 for Dual-Rail designs just by increasing the data dependent
delays.
This paper is organized as follows: background information

on power analysis is provided in Section II. Section III discusses
intra-cycle information leakage as a source of randomness. Gen-
eral design guidelines for low Intra-Cycle information leakage
are provided in Section IV. Section V describes the test-benches
and experimental results of CMOS and Dual-Rail designs. Sec-
tion VI concludes this paper.

II. POWER ANALYSIS—BACKGROUND

Power analysis attacks rely on the observation that the dissi-
pated current is correlated with the processed data. It is assumed
that at some point in time there is a correlation between the cur-
rent consumption and the logic value on the output wires. This
assumption governs the attack procedure and the formulation of
the attack success criterion.
In this work we will focus on Correlation Power Analysis

(CPA) [6]. However, our results are applicable to all statistical
PA methods, e.g., differential power analysis (DPA) [5], since
there is no substantial difference between the statistical prop-
erties of DPA to CPA [46]–[48]. Note that, PA methods which
relate to one or small sample-collection, such as the Simple PA
(SPA) [5], are out of the scope of this paper.
For ease of presentation, we introduce a power attack on a

simplified module that is based on a cryptographic n-bit SBOX.
The ADDKEY_SBOX module shown in Fig. 1 consists of two
blocks: a network of XOR gates that XOR the n-bit input vector

with a secret key followed by an
SBOX that produces the n-bit output vector . The
SubBytes block in the AES [34], equivalently, the Substitution
BOX (SBOX) in DES algorithm [35], is the only nonlinear part
of the algorithm. As such, it is more resilient to algorithmic
cryptanalysis than other blocks [35], [36].
A conventional multi-bit power analysis takes place as fol-

lows: an attacker injects a known stream of input vectors (plain-
text) for clock cycles. The power
trace is measured from the voltage supply, , for sec-
onds where is the clock period. For each possible key value
and input vector, a corresponding (hypothesized) output vector

is computed.

The hypothesized consumed current is computed from the
output logical transition hypothesis matrix with regard to the
underlying hardware. For example, in CMOS, a current is con-
sumed at the output nodes only if the nodes switch from log-
ical “0” to “1.” Hence the corresponding hypothesis for CMOS
logic is where
is a scaling factor that relates to the underlying technology

used to construct the transistors and gates of the architecture,
and , and stand for the Hamming weight and
the Hamming distance of two binary vectors [6].
It is important to note that and are binary vectors. The

values of these vectors exist on the wires at the sampling time;
i.e., is the vector that appears on the inputs in each new
clock cycle, and is the vector to be sampled at the outputs at
the end of each clock cycle. The computed transition will occur
at some point in time within the clock period.
For a single-bit attack, let be the th current value that

corresponds to a hypothesized logical-transition of
the th bit, at the time this bit is produced. The value of
under the assumption that a key was used is

(1)

Existing attack procedures check whether the current drawn
from the power supply during the clock period is correlative to
the current scalar value calculated in (1). These attack proce-
dures disregard both the time of consumption during the clock
period, and the shape of the current signal (as seen in Fig. 2).
Next, the correlation between (1) and the measured current for
all keys is calculated. The correlation between two vectors is
calculated as follows [37]:

(2)

where is the expected value operator, and are the dataset
variance and average respectively;
The computed correlation values form a matrix

. The columns of are referred to as correlation
plots (vs. time). Each plot is searched for the maximum corre-
lation point (Fig. 2). That is, . The
chosen key is the one that maximizes . In a successful at-
tack, the highest correlation value corresponds to the correct
key.
In this work wemeasured the immunity of the circuit to power

attacks via its signal-to-noise ratio (SNR) [2], [38]. The SNR is
the ratio between the maximum value of the correlation coef-
ficient of the correct key (signal) in all time samples and the
maximum value of the correlation coefficient of all other keys
(noise) in all time samples. That is,

(3)

Clearly, the SNR as well as the decision regarding the secret
key only take two samples of the measured current (signal and
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Fig. 2. Correlation between the measured and current scalar value (equation
(1)). Correlation calculation of the measured vs. equation (1) for all and
all keys. Extraction of maximum correlation point ( keys). The highest
value reveals the correct key.

noise) into account. In other words, the attack success ratio de-
pends on the current consumed from the power source at two
points and , where is a wrong key.

III. INTRA-CYCLE INFORMATION LEAKAGE AS A SOURCE OF
RANDOMNESS

In this section we show that intra-cycle currents can be con-
sidered as a source of randomness and hence can help resisting
power attacks. We start by establishing our argument that under
the assumption that the details of circuit implementation are un-
known to the attacker (and cannot be retrieved by reverse engi-
neering), this data dependent intra-cycle currents can be seen as
a source of randomness. Then, we show how these intra-cycle
currents are related to the structure of the circuit.
The intra-cycle current is data-dependent. In order to reveal

this data-dependency an attacker must have complete knowl-
edge2 on the design. However, without carrying out full reverse
engineering this task is impossible. Furthermore, even after full
reverse engineering, it is difficult to capture this dependency due
to global and especially local variations [47]. Moreover, an at-
tacker that knows the functionality of the ADDKEY_SBOX but
cannot choose the key (i.e., cannot determine all the inputs to
the circuit) cannot deduce anything about the design from the
power traces. For this reason, an attacker cannot gain any infor-
mation about the data dependent delays nor perform a statistical
analysis.
Power supply current traces are usually noisy; but assume

that an attacker got, say, from a genie, all 256 possible noiseless
power supply current traces consumed by a single 4-bit AD-
DKEY_SBOX with a fixed (but unknown) key. These noiseless
traces are shown in Fig. 3 (below). It is important to note that the
consumed current that carries information in is of order [nA]s
while the (noiseless) current from the whole ADDKEY_SBOX
is of the magnitude 100 [uA]. The first step in a PA requires

2Gate level netlist, information regarding delays and complete wiring para-
sitic capacitance and resistances information of the design.

Fig. 3. Power-supply current traces, , for 1000 different plaintexts.

Fig. 4. Schematic illustration of output rising signal data-dependent delay vari-
ances for different logical cone design.

alignment of all the power traces according to the time that the
output is finally produced (since from (1) corresponds to
the output's logical transition). Clearly, without knowing the in-
ternal delays of the system such alignment cannot be done since
it requires timing information that is not available to the at-
tacker.Without aligning each trace, the instantaneous consumed
current and are uncorrelated and no statistical analysis is
possible.
Consequently, it is reasonable to assume that Intra-Cycle in-

formation is unavailable to the attacker and that the attacker
would not be able to utilize this information to instigate stronger
attack. Here we take advantage of this observation and suggest
that a deliberate intra-cycle data-dependent current can be uti-
lized as a source of randomness.
Delay variance in practice. Ideally, if no noise (thermal noise

[39], noise due to voltage fluctuations, electromagnetic noise
etc.) is present and all logic paths arrive at the same time to the
output, there will be no arrival time variance. In practice, how-
ever, the arrival time (i.e., the delay) in the presence of noise is
a random variable. Therefore, the correlation between the mea-
sured current and varies within the clock period.
Delay variance of different designs. Fig. 4 illustrates the rela-

tionship between the structures of the logical cone and its data-
dependent output delay. The smaller the delay variance so does
the Output rising signal crossing distribution variance
(and the probability peak) is smaller. The figure is schematic;
for simplicity, the delay is plotted as a continuous random vari-
able, but in practice, it gets discrete values. In fact, due to delay
constraints on all paths, all the rising signal delay must occur
before and hence decreases as the asymmetry increases.
A SingleBit attack is based on estimating the current drawn

from a single output bit. The maximal correlation time, , is
not just key-dependent, but also depends on the delay paths in
the logic cone associated with the bit under attack. Large data-
dependent delay variance should decrease the probability of a
successful SingleBit attack due to smaller probability peak (as
shown in Fig. 4).
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In aMultiBit attack, the attacker makes hypotheses on the cur-
rent consumed (simultaneously) by several output nodes. There-
fore, increased misalignment between different outputs nodes
may increase the immunity of the circuit to such attacks.
It is clear from (5) that conventional power attacks achieve

low SNR values when the propagation time is data- dependent.
Theoretically, a successful power attack is possible in cases
where these data dependencies can be modeled and the attack
procedure can be adjusted accordingly; nevertheless, the study
of data-dependency requires full reverse engineering and the
computational complexity involved in considering all these as-
pects makes such attacks impossible in real life.
In the next sections we demonstrate the impact of variations

in data propagation time on three different (noiseless) designs:
• Balanced design (Symmetric): all outputs are designed to
achieve a small data-dependent delay-variance, , and all
have the same average output delay. A balanced design is
assumed to be sensitive to MultiBit as well as SingleBit
attacks. A complete balanced design is not achievable in
practice. However, to capture this tendency, a sub-optimal
design is sufficient.

• Shifted Outputs design (Shifted): all outputs have small3
data-dependent delay-variance and each output has a dif-
ferent average delay. This concept is illustrated in Fig.
5, in practice, after manufacturing the delays are discrete
random variables. Different delays can be easily imple-
mented with automated tools or by specific delay insertion,
cell sizing and driving strength tuning, and many high level
optimizations can be made to achieve this objective. This
design is assumed to be more sensitive to a SingleBit attack
since the other current consumers can be easily averaged
out. This design decreases the correlation of a MultiBit at-
tack due to the lack of synchronization of the output ar-
rival time (i.e., with very high probability that the rising
voltage induces a current flow simultaneously for different
outputs). Therefore, it is assumed to be less sensitive to
MultiBit attacks.

• Design with increased data dependency (Shuffled): each
output has a large data-dependent delay variation and a dif-
ferent average delay. This design is assumed to be more
immune to MultiBit and SingleBit attacks than other de-
signs as will be shown in Section VI.

IV. DESIGN GUIDELINES

As mentioned, randomness can increase the immunity of cir-
cuits to power analysis attacks. The following techniques can
be utilized to increase the randomness:

A. Hazards as a Source of Randomness
One of the sources of randomness is hazards [41], [42]. Haz-

ards are data-dependent, and thus change the intra-cycle current.
The more levels for different paths in a circuit, the higher the
probability that hazards will occur.
A static hazard occurs when an output that should remain

static is tampered with by an unwanted pulse. In a non-ideal
circuit, a hazard reflects a change in the logic values on internal
wires that enter a logic gate. From this point of view, a static
hazard can be considered as noise which adds some randomness

3The term “small” is defined in sub-section IV(c).

Fig. 5. Shifted design—Schematic illustration of Output rising signal delay dis-
tribution of logical cones with Shifted average delay.

Fig. 6. partial gate level description of the SBOX design, ! denotes comple-
ment. (a) Shifted design of (b) Area in-efficient Shuffled design of
and (c) Area-efficient Shuffled design of and .

to the power dissipation, and hence, can increase the data-de-
pendent delay variation.
A dynamic hazard occurs when the output should go through

a smooth transition but changes more than once before settling
at the new value. Three or more paths with different propagation
delays are required to create a dynamic hazard. This generally
implies that the circuit must have three or more levels. Detecting
and eliminating dynamic hazards in a multi-level circuit is a
complex task. In security oriented design, it is recommended
to keep them.

B. Shuffling as a Source of Randomness
In general, in the Shuffled design, the goal is to achieve uni-

form delay distribution for each output and to assign delays such
that different outputs arrive at different times for different plain-
texts. In this section, we present a simple delay assignment al-
gorithm. Let us start with a motivation example.
Consider an SBOX of a 4-bit ADDKEY_SBOX block. Sev-

eral gate level descriptions of Symmetric and Shuffled designs
of its third output, , are shown in Fig. 6. Delay elements
(buffers) are denoted by triangles and the number inside each
buffer is proportional to its delay (in units of a single minimum
sized buffer). Note that in a Symmetric design, all the buffers
have zero delay.
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A shifted design is shown in Fig. 6(a). Each path that leads
to is delayed by the same delay value . Two examples of
shuffled designs for are shown Fig. 6(b) and Fig. 6(c) (left).
These designs differ in their area and energy consumption. The
corresponding output voltage distributions of these designs are
shown in Fig. 9.
Next, we present a simple (not optimal) delay-assignment al-

gorithm for an n-bit SBOX with the following notations:
The clock cycle time is denoted by and stands of the

delay of a buffer. is the number of paths from the inputs to
the th output. Define . Then, .
Let be a set of integers that represent paths from the inputs
to the th output and let be the set of inputs used in the th
path to the th output. Denote by the delay on the th path
to the th output. All delays are initialized to zero.
The symbol , denotes a Cartesian product of two sets. For

example, let , , then the product
consists of 6 ordered pairs .

To simplify the presentation, we define a null character “ ” that
is used when one of the sets is empty. For example, if
then .
Denote by the set of integers . Let

be vector over , and define
.

Delay-assignment for Shuffled design:

1. For , .

2. .

3. For to , .

4. While ,

Find a vector which
maximizes the size of the set .

If , AssignDelays .

For and , .

.

Go to step 4.

End

AssignDelays(v)

1. Initialization: , .

2. If , then ,

Else, ;.

.

3. For ,

,

if ,

.

End

Fig. 7. Symmetric, Shifted and Shuffled Designs post physical design. Red En-
hanced cells are additional buffers.

For example, consider the circuit shown in Fig. 6(c), and
assume that we want to shuffle only and O[0]. That is,

, , and
for , 2 we have . Clearly, . Let

. The vector maximizes the size of since
.

The path corresponding to was initialized to .
The number of delay elements added to the path of is

. This type of construction
will enforce different outputs to dissipate correlative currents in
different times. This in turn, disables simultaneousMultiBit cur-
rent dissipation, and therefore, increases the immunity of Shuf-
fled designs.

V. TEST-BENCHES AND EXPERIMENTAL RESULTS
In this section, we describe the test benches and the simula-

tion environment we used to ensure that the worst case scenario
is simulated. Then, we report simulation results and present the
output voltage distribution to support the validity of the con-
structed designs. In particular, we show in Section V-C, that it
is possible double the Symmetric design's data-dependent delay
variance at a reasonable implementation cost.

A. Test Benches
To simplify the design, analysis, and more importantly in

order to reduce the computational complexity involved in
analog simulation, a small 4-bit ADDKEY_SBOX was chosen
as a test- bench. The design was synthesized using a 65-nm
standard CMOS technology process library and imported to
Cadence Virtuoso for analog simulations. The nominal charac-
terized was 1.1 V.
The functionality of the ADDKEY_SBOX is based on the

4-bit SBOX presented in [17]. A detailed description of this
SBOX is given in Appendix A.

B. Simulation Environment
Random noise due to physical effects can be averaged out

by recording a large number of current traces. As this source of
randomness can be filtered out, we do not simulate it. Rather,
we focus on measuring randomness due to the data- dependent
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Fig. 8. Noisless simulation of: (a), (b), and (c) Transient output voltages(t) and (d), (e), and (f) Output voltage crossing of histogram for Symmetric,
Shifted, and Shuffled Designs, respectively.

TABLE I
DELAY, ENERGY, AND AREA NORMALIZED TO THE Symmetric DESIGN FOR

THE Shifted AND Shuffled DESIGNS

propagation time. In addition, simulations were performed on a
stand-alone ADDKEY_SBOXwhereas in real-world additional
uncorrelated consumers (such as other SBOXs) will add ran-
domness to the current traces.
In order to demonstrate the contribution of data-dependent

delays to circuit immunity (without the help of other contribu-
tors), we simulate a static and dynamic hazards free implemen-
tation. Dynamic hazards were removed by utilizing flip-flops
which simultaneously produce an output and its complemen-
tary output, and by symmetric concatenation of
pairs; that is, the logic cone is of the form of an

tree. This structure enables an output
transition only after the slowest input arrives
The fully implemented (place& routed in Cadence Encounter

EDI tool) Symmetric, Shifted and Shuffled designs are shown
in Fig. 7. The design voltage supplies were isolated in sepa-
rate voltage islands to ensure noiseless measurements. The ad-
ditional delay elements embedded in the circuit to support the
Shifted and shuffling operations are depicted in red. All designs
were analog simulated after parasitic extraction in Cadence Vir-
tuoso simulator and their average energy per operation, delay
and area utilization are shown in Table I.
The efficiency of the suggested structures is evaluated by the

SNR criterion. In our noiseless simulation, some of the mea-
sured SNR values are larger than 1. This, of course, does not
mean that every attack will succeed. In real life, all the previ-
ously mentioned sources of randomness can decrease the SNR
below 1. Namely, the SNR values in this paper refer only to the
(hypothetical) worst case scenario.

C. Simulation Results: Output Voltage Distribution
Fig. 8(a) shows the noiseless traces of output voltage transi-

tions (for different plaintext) in a Symmetric design. The figure
clearly shows how difficult it is to balance the propagation time
when using gates from a standard cell library. Note that only
the rising output voltage transitions need to be considered be-
cause they alone consume current from . Short circuit cur-
rents take place when both transitions occur. Therefore they re-
veal less information and are very small compared to the dy-
namic power [43]; more importantly their dissipation duration
is smaller and are typically not used for attacks.
A histogram of the time it took the voltage to cross is

shown in Fig. 8(d). The clock cycle time was 5 ns. The average
arrival time of all bits was 2 ns with a variance of .
It is important to note that the average arrival time differed
between outputs; however, the variance of was 0.02 ns which
is negligible with respect to the clock cycle and the variance
. This negligible4 variance makes it possible to refer to this
symmetric design as balanced (although imperfect). That is, all
outputs arrive at the same time with a small (but unavoidable)
variance. In fact, the variance is so small that there is a very
high probability that the current is consumed simultaneously by
all outputs (see Fig. 8(a), (d)).
Output voltage transition traces and their corresponding his-

tograms for the time the output voltage crosses in the
shifted and shuffled designs are shown in Fig. 8(b), (e) and Fig.
8(c), (f), respectively. It is clear from the figures that Shuffling
increases the data-dependent delay variance of the output by X2
of the Symmetric design ( 0.04 ns). In fact, the rising voltage
cluster is now divided into smaller clusters with delay between
each other. A higher granularity could be achieved with addi-
tional design efforts. This depends on the number of logic stages
and input to output paths in the design. For purposes of illustra-
tion, we chose this simple design. Recall that the voltage traces

4This variance in the crossing time is small compared to the observed
consumed current duration. The width of the current pulse was at least 50% of
the signal rise-time (10–90% is about 1.5 ns).
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in Figs. 8 are noise free; they only reflect data dependency.
Clearly, in real world, the histograms will be smoother.

VI. THE RELATION BETWEEN INTRA-CYCLE INFORMATION
LEAKAGE AND A SUCCESSFUL POWER ANALYSIS ATTACK

In this section, we show that intra-cycle currents increase the
immunity against Multi-Bit attacks as they reduce the SNR by
at least 25% in a standard CMOS design. We also show that the
intra-cycle data-dependent propagation delay could be utilized
as another layer of protection for Dual-Rail designs.

A. Data-Dependency in Standard CMOS as a Barrier Against
PA

In this section, we examine how the correlation between
the measured current and (1) varies in time for CMOS design.
Recall that we present the worst case scenario (i.e., noiseless)
whereas in practice the difference in correlation values between
the correct and the wrong key would be much smaller.
The correlation is shown in Figs. 9(a)–(l). In all figures, the

correlation values between and , when a wrong key
is assumed, are plotted in grey, the correlation when the correct
key is assumed is plotted in black, and a wrong key correlation
that produces the maximal correlation is plotted in dashed red.
Note that the Y axis is different in each Figure.
We performedMultiBit and SingleBit attacks on the three de-

signs. The measurement setup is depicted in Fig. 1.
Figs. 9(a) and (b) show how the correlations vary in time

for the Single- and Multi- bit attacks on a Symmetric design,
respectively. It is clear from these figures that the correct key
introduces high correlation values for a relatively long period
(0.17 ns).
Figs. 9(c)–(g) show how the SingleBit correlation values

vary in time by 0.65 ns in a Shifted design as a result of the
inserted delay. Successful SingleBit attacks occur at different
shifted times (which are synchronized to the output arrival
times). Figs. 9(h)–(l) show how the correlation values vary in
time in a shuffled design. As can be seen, the Shuffled design
produces a smaller difference between the correct and wrong
key correlations as compared to the Symmetric and Shifted
designs. Consequently, as we show next, the SNR in this design
is very low. In real life, the random noise would decrease the
SNR even more.
The efficiency of a data-dependent propagation delay as a

countermeasure can be evaluated by the SNR criterion. The
SNR values for all three designs for SingleBit and MultiBit at-
tacks are summarized in Figs. 10 and 11. The SNR values for
SingleBit attacks were computed from simulations of noiseless
traces. This is why exactly transitions capture all the pos-
sible transitions. It is clear from Fig. 10 that in a SingleBit attack
the Shifted design is the worst design methodology from a se-
curity perspective since in the worst-case the SNR is 1.6 while
the Symmetric and Shuffled SNR is 1.22 and 1.09, respectively.
On the other hand, the Shuffled design provides smaller SNR
values which directly translate to higher immunity to SingleBit
attacks. In fact the average SingleBit attack SNR of the Shuffled
design is 1.01 as compared to 1.29 and 1.14 of the Shifted and
Symmetric designs, respectively.
The SNR values for MultiBit attacks as well as the average

SingleBit attacks are shown in Fig. 11. It can be seen that the

Shuffled design turns out to be much better in terms of SNR
values than either the Symmetric or Shifted designs. These re-
sults clearly demonstrate that intra-cycle information leakage
can be utilized as a countermeasure. In other words, a data-de-
pendent propagation delay adds randomness which cannot be
filtered out by averaging. From this point of view, this com-
ponent of randomness can be considered stronger than other
sources of randomness (thermal noise, voltage fluctuations and
current drawn from other modules in the architecture).

B. Implementation Cost vs. Security

CMOS designs are sensitive to PA attacks, they introduce
SNR values larger than 1 (see Fig. 10). However, the SNR can be
reduced significantly by employing a Shuffled design. Table II
shows the tradeoffs between the SNR and the delay variance
(and hence delay penalty) in the Shuffled designs subjected to
Single- and Multi-Bit Attacks. It is clear from this table that as
the delay-variance increases, the SNR in aMultiBit (worst-case
SingleBit) attack decreases from 1.25 (1.16) to 0.99 (0.99).
Recall that the SNR in Table II describes the worst-case sce-

nario, that is, noise free (i.e., accurate) measurements of the
power supply current with no active current consumers in the
system other than the SBOX gates. Clearly, noisy current sam-
ples can reduce the SNR below 1. Note that the columns in
Table II represent different delay penalties (which correspond
to operating frequency penalties).

C. Shuffled Design as an Add-On Barrier for Dual-Rail Design

In this section, we show that Shuffling can be added on top of
other circuit level countermeasures. We show that the SNR of
security oriented logic families (i.e., families that aim to provide
a SNR smaller than 1) can be reduced even more by using the
proposed method.
Dual rail precharge countermeasures such as Sense Am-

plifier Based Logic, SABL, Wave Dynamic and Differential
Logic, WDDL, DWDDL, Dual Spacer Dual Rail, DSDR, etc.,
are designed to consume equal energy per clock-cycle by both
charging and discharging gate outputs independently of the
data processed, making them data-independent. Though theo-
retically some of these methods have been shown to remove
data-dependent energy consumption, information leaks from
the intra-cycle instantaneously due to the imbalance in arrival
time, or the power dissipation due to capacitance mismatch
(gate or interconnect).
In fact, Shuffling does not change the energy per cycle and

thus can be used as another source of randomness which creates
another barrier against power analysis attacks. A hazard free
WDDL 4-bit SBOX was designed in 65 nm technology. This
design was simulated and analyzed by applying the same proce-
dures were used for the standard CMOS. Standard WDDL logic
gates as well asWDDL buffers were used. The simulations were
performed without noise; therefore traces were sufficient
to capture all possible transitions. The standard clocking scheme
of WDDL was implemented (one clock cycle for precharge and
one clock cycle for evaluation).
The correlation coefficients, , for all possible keys

were computed for the WDDL design with and without Shuf-
fling. The maximum correlation values (in time) for both de-
signs for all possible keys were extracted from . These



2076 IEEE TRANSACTIONS ON CIRCUITS AND SYSTEMS—I: REGULAR PAPERS, VOL. 62, NO. 8, AUGUST 2015

Fig. 9. Correlation coefficient , of SingleBit: (a), (c)–(f), (h)–(k) and MultiBit (b), (g), (l) attacks for Symmetric, Shifted and Shuffled designs.

values are shown in Fig. 12 with and without Shuffling. The
results indicate that adding data-dependent Shuffling to the
WDDL design decreased the SNR (from 0.85 without Shuf-
fling to 0.55 with Shuffling for WDDL implementation). Fur-
thermore, not only did the SNR decrease but the same was
true for the correlation values range which shrunk and low-
ered from [0.15;0.36] to [0.036;0.155]). It is thus reasonable

to view the data-dependency as an additional barrier against
PA attacks which is orthogonal to other circuit level counter-
measures.

VII. CONCLUSION
Power analysis attacks are considered to be powerful side

channel attacks on cryptographic circuits. Power analysis coun-
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Fig. 10. SNR of Symmetric, Shifted, and Shuffled designs for all four SingleBit
attacks.

Fig. 11. SNR of Symmetric, Shifted, and Shuffled designs for the Average Sin-
gleBit and MultiBit attacks.

TABLE II
SNR OF THE Shuffle DESIGN AS A FUNCTION OF INCREASED DELAY VARIANCE

Fig. 12. for all possible keys for WDDL without and WDDL with
Shuffling.

termeasures rely on the fact that the consumed energy per cycle
is data-dependent. Nevertheless the attack procedure is based
on the power-supply instantaneous power rather than the en-
ergy per cycle. In real designs, this current is data-dependent.
Here we show that the propagation delay, which is data-depen-
dent, is a random variable and this randomness can be utilized
to increase immunity to power attacks. It is shown that small
changes in the circuit that increase the propagation delay vari-
ance can reduce the SNR, even without additional randomness
from noise, to achieve SNR lower than 1. Simulation results
show that data-dependency as a barrier can be used along with
other countermeasures to enhance their efficiency.

APPENDIX A
4 BIT SBOX

The functionality of the SBOX can be described by the fol-
lowing equation where,
the 4-bit input vector is referred to as an element
of the finite field defined by the irreducible polynomial

. The matrix was constructed by

TABLE III
SBOX TRUTH TABLE

where is the unit matrix and is a shifted unit matrix.
The was chosen to fulfill the required conditions of invertible
transformation , . Table III lists
the complete SBOX truth table.
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